
 

mailto:pkr@csis.dk






 –





–

 –





















–

















 ” ”



–



–



–

 –





–



–

“ ”

“ ”

–



–

 –





–







– ” ”



–



 “ ”

“ ”



’ ’





–



<rootkit> 
<botnet name="15aug"/> 

<urls_server> 
<url_server url="https://abbey-[removed by CSIS]cure.at/house.html"/> 

<url_server url="https://onlin[removed by CSIS]c/house.html"/> 
<url_server url="https://n[removed by CSIS]m.cc/house.html"/> 

</urls_server> 
<startup_processes> 

<startup_process name="explorer.exe"/> 
</startup_processes> 

<url_update md5="%dynamic value%" url="https://n[removed by CSIS]m.cc/files/rootkit_15may.exe"/> 
<timer_ping value="600"/> 

<uac_block_state value="off"/> 
<avr_block_state value="off"/> 

</rootkit> 
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