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Hi 
•  Etay Maor, FraudAction Research Lab Manager 

•  etay.maor@rsa.com 

•  Security evangelist, father, gamer, ROCKSTAR(maybe not) 
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2012 
•  Security is (mostly) up to the user… oh dear…  
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2009 Presentation 
•  From theory to practice! 
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Graph: P. Wang, M. Gonzalez, C. A. Hidalgo, A.-L. Barabási，Science 324, 1071-1076 (2009) 
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What Has Changed? 
•  What is your mobile device? 

•  The value of the data stored on or accessed from mobile 
devices has dramatically increased! 
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Citadel 
•  SMS stealer with a punch 
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Citadel 
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Citadel 
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Forums: We Put the MOB in Mobile 
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Mobile Botnet Management 

User-Agent: Mozilla/5.0 (iPhone; U; CPU iPhone OS 4_0 like Mac OS X; en-us) AppleWebKit/
532.9 (KHTML, like Gecko) Version/4.0.5 Mobile/8A293 Safari/6531.22.7 

Accept: application/xml,application/xhtml+xml,text/html;q=0.9 
Referer:http://XXXXXXXXXXXXXXXXXX/cp2/index.php?

bot_guid=&process_name=&hooked_func=&repdatestart=12%2F05%2F2011&repdateend
=15%2F05%2F2011&rep_url=Login&Data_show=on&data=&limit=100 

Accept-Language: en-us 
Accept-Encoding: gzip, deflate 

Connection: keep-alive 
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Live Mobile Malware Demo 
•  (Don’t forget to launch the VM…) 



Unifying the 
Global Response 
to Cybercrime 

What to Expect 
(when you are not expecting) 

•  Attack methods 

•  Classic 
•  Phishing 

•  Apps 

•  Social engineering 

•  Proximity & connectivity: 
•  Wifi 

•  Bluetooth 

•  NFC 

•  Towers, targeted attacks 
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What to Expect 
(when you are not expecting) 

•  Infection & distribution 

•  Your mobile device is your social network! 

•  Finding trusted contacts via privileged and trusted 
apps is easy 

•  SMSs 
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What to Expect 
(when you are not expecting) 

•  Infrastructure 

•  Always up 

•  DDoS/spam breeding ground 

•  With ever improving hardware – perfect ground for 
legit (and criminal) distributed computing (mobile 
agents) 
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Mobile Security Threats 
•  Apps 

•  Rouge 
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Mobile Security Threats 
•  Apps 

•  Malware 
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Mobile Security Threats 
•  Apps 

•  No “least privilege” policy 
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Mobile Security Threats 
•  WiFi 

•  Unsecure networks 

•  Device physical security 

•  New York, SF – start paying attention to your devices 

•  In the US – a device is lost/stolen every 3.5s 

•  70% don’t use passwords 
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Mobile Security Threats 
•  Data storage 

•  Encryption 

•  Is the device properly secured and monitored 

•  BYOD 

•  Can security policies be enforced? 

•  Privet Vs Corporate – where is the line drawn? 

•  Rooted / Unpatched / Old OS devices 
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Mobile Security Threats 
•  NFC 

•  A new take on POS fraud, skimming and hacking 
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Stay Vigilant 
•  (vid) 
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Thank You 


