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SURPRISED IT TOOK SO LONG! 
PHISH-LIKE TACTICS 

Email Templates 
•  Targets multiple organizations 
•  Hyperlinks to handle account 

issues 
•  Dynamic URLs ends “/index.html” 

Blackhole Exploit Kit 
•  Russian CrimeWare 
•  Exploits Adobe, Windows Help 

Center, and Java vulnerabilities 
•  Drops variety of malware 
•  License:  $1,500 per/year 
•  Rent:  $500 per/month 
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OTHER BLITZ TARGETS 
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EXAMPLE DELIVERY 
BHEK V1 
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Landing page URLs using random paths 
•  10,000’s on compromised servers 
•  hxxp://compromisedserver/3TxthVu8/index.html 

JavaScript [/js.js] redirects 
•  100’s on compromised servers 
•  Typically 1-15 URLs per campaign, recently 59! 
•  hxxp://compromisedserver/G1FSzfAF/js.js 

Blackhole Exploit Kit URLs 
•  100’s of registered domains by criminal 
•  hxxp://registeredDomain/showthread.php?t=FINGERPRINT 
•  Initially 8 unique fingerprints or affiliate IDs?  
623698f92af884b3, d7ad916d1c0396ff, 4a6d866826776084, 977334ca118fcb8c, 
9d77a9163cda8dbe, 34c79594e8b8ac0f, 73a07bcb51f4be71, 8d80b8c3f87a9538 
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SOURCE CODE 
LANDING PAGE AND REDIRECT 
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hxxp://compromisedserver/3TxthVu8/index.html 

hxxp://compromisedserver/G1FSzfAF/js.js 
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EXAMPLE VIRUSTOTAL SCAN 
LANDING PAGE AND REDIRECT 
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URL DISTRIBUTION BY TYPE 
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92.7% 

2.9% 3.3% 

[/index.html] [/js.js] [/showthread.php?t=] 

Total URL Breakdown For All Runs 
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[/INDEX.HTML] BLITZ STRATEGY 
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Email 
URLs 
Top 10 
ISP's  

HostDime.com  

Loca Web  

HopOne 

1&1 Internet AG 

SingleHop 

Bluehost  

Hetzner 

SoftLayer 

Universo Online  

WebsiteWelcome 

GoDaddy.com  

ThePlanet.com  
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[/JS.JS] BLITZ STRATEGY 
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/js.js 
Redirect 

URLs 
Top 10 
ISP's  

Groupe iWeb  

Aruba S. 

1&1 Internet AG 

SoftLayer 

Dattatec.com  

ThePlanet.com  

Bluehost  

Loca Web 

GoDaddy.com  

WebsiteWelcome 
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BLACK HOLE KIT BLITZ STRATEGY 
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/
showthread
.php Top 10 

ISP's  

Data 102  

Duomenu 
Centras 
Rackspace.com 

A2 Hosting  

SingleHop 

Network 
Operations CTR 
Internap 

Solar VPS  

OVH 

 Endurance Intl. 

Nuclear Fallout  

DirectSpace 

Linode LLC 
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EMPLOYED DISRUPTION STRATEGY 
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Campaign Effects 
•  Overwhelm targets with email blitz campaigns 
•  Generate URLs that can be quickly replaced 
•  [/js.js] URLs buried in abuse queues by [/index.html] 

URLs 
Key Disruption Strategies 
•  Extract [/js.js] redirects 
•  Remove the [/js.js] 
•  Group [/index.html] URLs by domain/IP  
•  Send in one email notice 
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BLACKHOLE EXPLOIT KIT V2.0 

•  New dynamic changing URLs for BH landing 
•  hxxp://69.*.*.*/links/return-west.php 
•  hxxp://87.*.*.*/links/raising-peak_suited.php 
•  hxxp://108.*.*.*/links/anybody_miss-knowing.php 
•  hxxp://108.*.*.*/links/return-west.php 

•  Easier to blacklist with easy file names 
•  DoItQuick 

•  Advertisement in BHEK v2.0 
•  Registration of “white” and “black” domains 
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BHEK V2.0 
CHANGE IN STRATEGY 

•  Eliminate redirection [/js.js] 
•  Russian registrars for BHEK domains 

•  Harder to takedown 
•  Registrar: “Need court ordered decision”, Thank you Group IB! 
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ABUSE TEAMS - RECURRING TOPICS 

•  Duplicate abuse tickets from multiple organizations 
•  Especially problematic for small abuse teams 

•  The bigger problem is “Responding” 
•  Another problem are researchers requesting data 
•  Some reported that compromises are “generally 

passwords resets through the domain owner’s email 
account” 
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POTENTIAL SOLUTIONS 

•  Unified takedown Clearing House 
•  Sends notices 
•  Receives responses 

•  New RFC for abuse tickets 
•  Organizations follow standardized 

procedure for submissions 

•  Prioritization of takedowns 
•  js.js over index.html 

•  Disruptive arrests 
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Feeds 
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4 LEVELS OF CRIMINAL ACTIVITY 
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Spammer 
1-5? 

TDSs     
10-50? 

BHEK 
100s? 

Malware 
1000s? 
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NEW TRENDS 
SPEAR-ISH PHISHING 
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STILL MAKING MISTAKES 
PHARMA SPAM? => BHEK DRIVE-BY 
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INTERESTING DATA POINT 
WHAT IS IN COMMON?  

ADP, American Express, Apple, Better Business 
Bureau, Bill Me Later, CareerBuilder, DHL, eFax, 
FedEx, Intuit, IRS, JP Morgan Chase, LinkedIn, 
NACHA, NewEgg, New York DMV, US Airways, 
USPS, Visa, and Wells Fargo  
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CONCLUSIONS 

•  Higher conversion with realistic emails 
•  Organizations and abuse teams are being 

battered 
•  Current takedown strategy not working 
•  Need for long term solutions, whack-a-mole has 

to stop 
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THANK YOU. 

Questions? 


