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Phishing is defined as “the impersonation of reputable 
companies in order to induce individuals to reveal personal 
information, such as passwords and credit card numbers.” 

What happens when you can’t tell the difference between 
a counterfeit site and the legitimate site? 

http://www.microsoft.com	
  	
  
http://www.miсrоsоft.com	
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There are two variants of a homograph attack: 

•  Counterfeit: An attacker presents to an observer text that 
appears to be authentic but is actually counterfeit.   
Example: www.mіcrοsοft.com  

•  Bypass: An attacker attempts to bypass a filter by presenting 
text a human can understand but a filter will not recognize.  
Example: “h.o.m.o.g.r.a.p.h” 

Homophone Two words pronounced the same  
but have different meanings or spellings 

hair 
hare 

Homonym Two words spelled the same  
but have different meanings 

sow (noun) 
sow (verb) 

Homograph Two words or tokens that appear the same  
but are encoded differently 

HTM (Latin) 
ΗΤΜ 
(Greek) 
НТМ 
(Cyrillic) 
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Many strategies have been proposed  
to mitigate homograph attacks: 

If a URL consists of multiple alphabets, flag it as 
a homograph.  This excludes many legitimate 
URLS and does not catch all the cases. 

(Gabrilovich & Gontmakher; 2002, Krammer, 2006) 

Identify text residing in a script not native to the 
user’s browser (
www.xn--hmgraph-8ofb.xn--cm-jbc”.  This 
exposes users of multi-script locales.  

(Gupta, 2005) 

A scoring to compute the probability of an 
attack.  Helpful in URL spoofing, but not 
generic. IRI/IDN SecuChecker, REGCAP, Quero 

(Krammer, 2006; Yee et al, 2006; Liu et al, 2007; Fu, 2006)) 

Compare the degree of visual similarity 
between glyphs using Earth Mover’s Distance. 
Useful for counterfeit detection. 

(Fu, Zhang, Deng, Wenyin, 2006; Fu, Deng, Wenyin, 2006) 

Highlight characters in each script with a 
distinct color.  Problems: false positives 
(CNNenEspañol.com), not prominent enough. 

(Wu et al, 2006; Krammer, 2006; Wenyin et al, 2008) 

Compute the degree of visual similarity 
between glyphs using Kernel Density Estimation. 
Also useful for counterfeit detection. 

(Fu, Deng, Wenyin, & Little, 2006)) 
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e	
   Encoding:	
  A	
  representaBon	
  of	
  some	
  presentaBon.	
  	
  Examples	
  include	
  Unicode	
  for	
  
text,	
  HTML	
  for	
  documents,	
  MP3	
  for	
  sound,	
  and	
  JPG	
  for	
  images.	
  

r	
  

Rendering	
  func6on:	
  How	
  a	
  given	
  encoding	
  is	
  rendered	
  or	
  displayed	
  into	
  the	
  
rendiBon	
  format.	
  This	
  could	
  be	
  an	
  edit	
  control	
  in	
  a	
  browser’s	
  address	
  textbox,	
  
Adobe	
  Acrobat®	
  reader,	
  or	
  a	
  music	
  player	
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Homographs are two or more encodings 
belonging to the same homograph set.   

Anti-homographs are two or more encodings 
belonging to different homograph sets. 
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The canonicalization function has two properties: 
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Dual Canonicalization is a technique for determining if two 
encodings are homographs by comparing the output of 
canonicalization functions. Three things must be known: 

Rendering	
  FuncBon	
  
One	
   must	
   understand	
   how	
   the	
  
encoding	
  is	
  rendered	
  for	
  the	
  user.	
  	
  All	
  
aspects	
   of	
   how	
   the	
   encoding	
   is	
  
rendered	
   must	
   be	
   taken	
   into	
  
account.	
  

Observer	
  FuncBon	
  
One	
  must	
   understand	
   the	
   degree	
   of	
  
scruBny	
   the	
   observer	
   will	
   consider	
  
the	
   rendiBons.	
   	
  Must	
   the	
   rendiBons	
  
be	
  perfect,	
  close,	
  or	
  just	
  readable?	
  

CanonicalizaBon	
  FuncBon	
  
One	
   must	
   define	
   a	
   canonicalizaBon	
  
funcBon	
   taking	
   the	
   rendering	
  
funcBon	
   and	
   the	
   observer	
   funcBon	
  
into	
   account.	
   	
   This	
   funcBon	
   must	
  
saBsfy	
   the	
  Reliable	
  Canons	
  Property	
  
and	
  the	
  Unique	
  Canons	
  Property.	
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Encoding Rendi*on 

&#x4bb;omog&#xff52;	
  
&#x430;&#x440;&#x4bb;	
  
h&#x43e;mo&#x261;	
  
&#xff52;a&#x440;&#x4bb;	
  
&#x4bb;o&#xff4d;&#x3bf;	
  
gr&#xff41;&#xff50;&#xff48;	
  
&#x4bb;&#xff4f;m&#xff4f;	
  
gra&#xff50;&#x4bb;	
  

Homographs 
Encoding Rendi*on 

&#x4bb;&#x43e;m&#xff4f;&#x
3a5;r&#x430;&#x440;&#x4bb;	
  

&#x4bb;&#x43e;h&#x3bf;&#x2
61;&#xff52;a&#x440;h	
  

&#xff48;&#x43e;mo&#xff18;&
#xff52;&#x430;&#xff50;h	
  

h&#x43e;m&#xff4f;&#xff47;&
#xff52;&#x430;&#x440;l	
  

Anti-Homographs 
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Experiment 2: Near Homograph Attack 

Next we relax the level of observer scrutiny to include the set of “near 
homographs” or the set of characters that the observer will probably 
recognize as the same.  Here the rendering function remains the same but 
the observer function is relaxed.  The canonicalization function will then be 
determined by how similar rendered glyphs appear to the user (visual edit 
distance or VED computed using the Knuth-Morris-Pratt algorithm) and the 
semantic differences between the characters (SED).  

Encoding Rendi*on 

ho&#x217f;&#xff4f;&#x261;&#x
ff52;&#x430;&#x440;&#xff48; 

hoⅿｏɡｒарｈ	
  

ho&#x1e43;&#x43e;&#xff47;&#x
ff52;&#x430;&#xff50;h 

hoṃоｇｒаｐh	
  

h&#xff4f;&#x1e43;&#xff4f;g&#
xff52;&#xff41;p&#x4bb; 

hｏṃｏgｒａpһ	
  

&#x4bb;o&#xff4d;o&#xff47;r&#
x430;ph 

һoｍoｇrаph	
  

Homographs 
Encoding Rendi*on 

&#xff48;&#x43e;m&#x3bf;&#xff
47;&#x2cb;&#x430;&#xff50;h 

ｈоmοｇˋаｐһ	
  

&#xff48;&#xff4f;&#xff4d;&#xf
f20;gr&#xff41;&#xff50;&#x4bb
; 

ｈｏｍ＠grａｐһ	
  

&#xff48;&#x3bf;&#x217f;&#x3b
f;ur&#x430;&#x440;h 

ｈοⅿοurарh	
  

&#xff48o;&#x1e43;&#x43e;&#xf
f47;&#xff52;&#xff41;&#xff33;
h 

ｈоṃоｇｒａＳh	
  

Anti-Homographs 
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Experiment 3: HTML Filter Avoidance Attack 

SPAM filter-avoidance scenario is when the attacker attempts to pass a 
word (“Homograph”) through a filter yet remain readable to the observer.  
In this case, the encoding format is HTML.  The Canonicalization Function is: 
1.  HTML input is rendered in a browser 
2.  Image is converted to Unicode using OCR (www.free-online-ocr.com) 
3.  All white spaces and punctuation are removed 
4.  Unicode homographs are canonicalized using UC_SimList0.8 

Encoding Rendi*on 

<img	
  src=".\Images\h.gif"/>o&#x217f;	
  <img	
  src=".\Images\O.gif"/>	
  
<img	
  src=".\Images\g.gif"/>r&#x430;&#x440;<img	
  src=".\Images
\h.gif"/>	
  

Homograph 

Encoding Rendi*on 

<img	
  src=".\Images\bigh.gif"/>om<img	
  src=".\Images\o.gif"/><img	
  
src=".\Images\bigg.gif"/><img	
  src=".\Images\bigr.gif"/><img	
  src=".
\Images\bige.gif"/><img	
  src=".\Images\bigp.gif"/><img	
  src=".\Images
\bigh.gif"/>	
  

Anti-Homograph 
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The Dual Canonicalization technique can be applied to a 
wide variety of non-traditional scenarios.  

•  E-mail client plugin: Imagine a canonicalization function 
recognizing certain stock e-mail messages (ex: pay-pal, bank 
statements, etc.).  If the canons match and the links do not 
refer to the specified IP, it can be definitively flagged as 
phishing. 

•  URL spoofing: If all registered domain names are canonized, a 
definitive list of spoofed names can be identified.  Furthermore, 
registrars can canonize requests and compared it against 
existing names to prevent spoofed URLs. 

•  Plagiarism detection: Encoding format is ASCII encoded or 
printed text.  Rendition function is reading (comprehension).  
Canonicalization function is a fingerprinting process (Hoad & 
Zobel, 2003). 
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/*************************************************	
  
	
  *	
  HOMOGRAPH	
  SET	
  
	
  *	
  A	
  set	
  of	
  characters	
  which	
  are	
  homographs	
  
	
  *************************************************/	
  
class	
  HomographSet	
  
{	
  
public:	
  
	
  	
  	
  //	
  constructors	
  
	
  	
  	
  HomographSet()	
  :	
  key(0x000)	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  {	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  }	
  	
  //	
  blank	
  
	
  	
  	
  HomographSet(const	
  HomographSet	
  &	
  rhs)	
  {	
  *this	
  =	
  rhs;	
  	
  	
  }	
  	
  //	
  copy	
  
	
  	
  	
  //	
  operators	
  (ok,	
  there	
  is	
  just	
  one	
  now)	
  
	
  	
  	
  HomographSet	
  &	
  operator	
  =	
  (const	
  HomographSet	
  &	
  rhs);	
  	
  	
  	
  	
  	
  //	
  assign	
  

	
  	
  	
  //	
  add	
  images	
  <img	
  src="./Images/a.jpg"/>	
  to	
  the	
  homograph	
  set	
  
	
  	
  	
  void	
  addImages();	
  

	
  	
  	
  //	
  insertion	
  and	
  extraction	
  operators	
  
	
  	
  	
  friend	
  ostream	
  &	
  operator	
  <<	
  (ostream	
  &	
  out,	
  const	
  HomographSet	
  &	
  rhs);	
  
	
  	
  	
  friend	
  istream	
  &	
  operator	
  >>	
  (istream	
  &	
  in,	
  	
  	
  	
  	
  	
  	
  	
  HomographSet	
  &	
  rhs)	
  
	
  	
  	
  	
  	
  	
  throw	
  (bool);	
  

	
  	
  	
  //	
  other	
  convenient	
  things	
  
	
  	
  	
  Character	
  getKey()	
  const	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  {	
  return	
  key;	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  }	
  
	
  	
  	
  int	
  	
  	
  	
  	
  	
  	
  size()	
  	
  	
  const	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  {	
  return	
  homographSet.size();	
  }	
  
	
  	
  	
  Character	
  operator	
  []	
  (int	
  i)	
  const	
  {	
  return	
  homographSet.at(i);	
  	
  }	
  
	
  	
  	
  Character	
  random()	
  const;	
  

private:	
  
	
  	
  	
  Character	
  key;	
  
	
  	
  	
  vector	
  <Character>	
  homographSet;	
  
};	
  

/************************************************	
  
	
  *	
  EQUIVALENCE	
  
	
  *	
  A	
  set	
  of	
  HomographSets.	
  	
  This	
  is	
  the	
  equivalence	
  lists	
  
	
  ***********************************************/	
  
class	
  Equivalence	
  
{	
  
public:	
  
	
  	
  	
  Equivalence(const	
  char	
  *fileName,	
  bool	
  addImages	
  =	
  false);	
  

	
  	
  	
  Character	
  	
  	
  	
  	
  	
  getKey(Character	
  encoding)	
  	
  {	
  return	
  simMap[encoding];	
  }	
  
	
  	
  	
  HomographSet	
  &	
  getSet(Character	
  key)	
  	
  	
  	
  	
  	
  	
  {	
  return	
  simList[key];	
  	
  	
  	
  	
  }	
  

	
  	
  	
  Character	
  genHomograph(Character	
  value	
  )	
  ;	
  
	
  	
  	
  string	
  	
  	
  	
  genHomograph(const	
  string	
  &	
  s)	
  ;	
  
	
  	
  	
  String	
  	
  	
  	
  genHomograph(const	
  String	
  &	
  s)	
  ;	
  

	
  	
  	
  bool	
  equals(const	
  String	
  &	
  us1,	
  const	
  String	
  &	
  us2,	
  bool	
  verbose	
  =	
  false);	
  
	
  	
  	
  bool	
  equals(const	
  string	
  &	
  s1,	
  	
  const	
  string	
  &	
  s2	
  )	
  
	
  	
  	
  {	
  
	
  	
  	
  	
  	
  	
  return	
  equals(String(s1),	
  String(s2));	
  
	
  	
  	
  }	
  
	
  	
  	
  bool	
  equals(const	
  char	
  c1,	
  	
  	
  	
  	
  	
  const	
  char	
  c2	
  	
  	
  	
  	
  )	
  
	
  	
  	
  {	
  
	
  	
  	
  	
  	
  	
  return	
  getKey((Character)c1)	
  ==	
  getKey((Character)c2);	
  
	
  	
  	
  }	
  
	
  	
  	
  bool	
  Equals(const	
  Character	
  c1,	
  const	
  Character	
  c2)	
  
	
  	
  	
  {	
  
	
  	
  	
  	
  	
  	
  return	
  getKey(c1)	
  ==	
  getKey(c2);	
  
	
  	
  	
  }	
  

private:	
  
	
  	
  	
  map	
  <Character,	
  HomographSet>	
  simList;	
  	
  	
  	
  	
  //	
  list	
  of	
  HomographSets	
  
	
  	
  	
  map	
  <Character,	
  Character	
  	
  	
  >	
  simMap;	
  	
  	
  	
  	
  	
  //	
  mapping	
  of	
  value	
  to	
  token	
  
};	
  

/***********************************************	
  
	
  *	
  EQUIVALENCE	
  ::	
  GEN	
  HOMOGRAPH	
  
	
  *	
  Generate	
  a	
  random	
  value	
  from	
  a	
  given	
  homograph	
  
	
  **********************************************/	
  
Character	
  Equivalence	
  ::	
  genHomograph(Character	
  value)	
  
{	
  
	
  	
  	
  Character	
  key	
  =	
  getKey(value);	
  
	
  	
  	
  if	
  (key	
  !=	
  0x0000)	
  
	
  	
  	
  	
  	
  	
  return	
  simList[key].random();	
  
	
  	
  	
  else	
  
	
  	
  	
  	
  	
  	
  return	
  value;	
  
}	
  

/***********************************************	
  
	
  *	
  EQUIVALENCE	
  ::	
  GEN	
  HOMOGRAPH	
  
	
  *	
  Generate	
  a	
  random	
  value	
  from	
  a	
  given	
  homograph	
  
	
  **********************************************/	
  
string	
  Equivalence	
  ::	
  genHomograph(const	
  string	
  &	
  sInput)	
  
{	
  
	
  	
  	
  String	
  sPlain(sInput);	
  
	
  	
  	
  String	
  sHomograph;	
  

	
  	
  	
  for	
  (int	
  i	
  =	
  0;	
  i	
  <	
  sPlain.size();	
  i++)	
  
	
  	
  	
  	
  	
  	
  sHomograph	
  +=	
  genHomograph(sPlain.at(i));	
  

	
  	
  	
  return	
  sHomograph.getString();	
  
}	
  

/**************************************************	
  
	
  *	
  EQUIVALENCE	
  ::	
  EQUALS	
  
	
  *	
  Are	
  two	
  strings	
  equal	
  according	
  to	
  their	
  homographs?	
  
	
  *************************************************/	
  
bool	
  Equivalence	
  ::	
  equals(const	
  String	
  &	
  us1,	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  const	
  String	
  &	
  us2,	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  bool	
  verbose)	
  
{	
  
	
  	
  	
  //	
  compare	
  the	
  sizes	
  
	
  	
  	
  if	
  (us1.size()	
  !=	
  us2.size())	
  
	
  	
  	
  {	
  
	
  	
  	
  	
  	
  	
  if	
  (verbose)	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  cout	
  <<	
  "different	
  sizes:	
  "	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  <<	
  us1.size()	
  <<	
  "	
  :	
  "	
  <<	
  us2.size()	
  <<	
  endl;	
  
	
  	
  	
  	
  	
  	
  return	
  false;	
  
	
  	
  	
  }	
  

	
  	
  	
  //	
  compare	
  the	
  tokens	
  
	
  	
  	
  for	
  (int	
  i	
  =	
  0;	
  i	
  <	
  us1.size();	
  i++)	
  
	
  	
  	
  	
  	
  	
  if	
  (getKey(us1.at(i))	
  !=	
  getKey(us2.at(i)))	
  
	
  	
  	
  	
  	
  	
  {	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  if	
  (verbose)	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  cout	
  <<	
  "different	
  keys	
  at	
  position	
  "	
  <<	
  i	
  +	
  1<<	
  ".	
  "	
  <<	
  hex	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  <<	
  getKey(us1.at(i))	
  <<	
  "	
  "	
  <<	
  (char)getKey(us1.at(i))	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  <<	
  "	
  :	
  "	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  <<	
  getKey(us2.at(i))	
  <<	
  "	
  "	
  <<	
  (char)getKey(us2.at(i))	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  <<	
  endl;	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  return	
  false;	
  
	
  	
  	
  	
  	
  	
  }	
  

	
  	
  	
  return	
  true;	
  
}	
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<p>&#xff48;&#x43e;mo&#xff18;&#xff52;&#x430;&#xff50;h</p>	
  
<p>h&#x43e;&#x217f;&#xff4f;&#xff47;&#xff52;&#x430;&#x440;&#x217c;</p>	
  
<p>h&#x43e;m&#x43e;&#xff47;&#xff52;&#xff38;ph</p>	
  
<p>&#x4bb;&#xff4f;m&#xff37;&#xff47;r&#x430;&#x440;&#xff48;</p>	
  
<p>&#xff48;&#x3bf;&#xff4d;&#xff4f;g&#xff52;A&#x440;h</p>	
  
<p>&#x4bb;o&#xff4d;&#xff4f;gr&#xff41;&#xff41;&#x4bb;</p>	
  
<p>&#x4bb;&#x43e;&#x217f;&#x43e;&#xff47;ra&#x399;&#xff48;</p>	
  
<p>&#x4bb;&#xff4f;&#xff4d;&#x43e;gr&#xff41;&#xff4e;h</p>	
  
<p>&#x4bb;&#x397;&#xff4d;&#x3bf;g&#xff52;&#x430;p&#x4bb;</p>	
  
<p>&#x4bb;&#x3bf;p&#xff4f;graph</p>	
  
<p>h&#x3bf;&#xff4d;5g&#xff52;&#xff41;&#x440;h</p>	
  
<p>&#x4bb;&#x43e;m&#xff4f;&#xff3f;r&#x430;p&#xff48;</p>	
  
<p>&#xff4b;om&#x43e;&#xff47;&#xff52;a&#xff50;&#xff48;</p>	
  
<p>h&#x3bf;&#xff4d;&#x217f;&#xff47;&#xff52;&#x430;&#xff50;&#x4bb;</p>	
  
<p>&#xff48;&#xff4f;&#x430;&#xff4f;&#xff47;&#xff52;&#x430;p&#x4bb;</p>	
  
<p>&#x4bb;&#xff4f;&#xff4d;&#xff4f;&#x261;&#xff52;&#xff41;&#x212a;&#x4bb;</p>	
  
<p>&#xff48;omog&#xff52;a&#x440;&#xff0a;</p>	
  
<p>&#x4bb;&#xff4f;&#xff03;o&#xff47;rap&#xff48;</p>	
  
<p>&#xff06;&#x3bf;&#xff4d;og&#xff52;aph</p>	
  
<p>&#x4bb;om&#xff4f;&#xff03;ra&#x440;&#xff48;</p>	
  
<p>&#xff48;o&#xff4d;&#x3bf;&#xff47;&#xff32;&#x430;p&#xff48;</p>	
  
<p>&#x4bb;&#x43e;m&#x43e;&#xff47;Qa&#x440;&#xff48;</p>	
  
<p>&#xff37;&#x3bf;m&#xff4f;&#xff47;r&#x430;&#x440;&#xff48;</p>	
  
<p>h&#xff4f;&&#xff4f;g&#xff52;&#x430;&#x440;h</p>	
  
<p>h&#x3bf;m&#x43e;&#x261;&#xff23;a&#x440;&#x4bb;</p>	
  
<p>&#x4bb;&#xff3b;&#xff4d;&#x3bf;&#x261;r&#x430;&#xff50;&#xff48;</p>	
  
<p>&#x4bb;o&#xff4d;&#xff4f;&#xff47;&#xff11;&#xff41;p&#xff48;</p>	
  
<p>ho&#x443;o&#xff47;r&#xff41;&#x440;&#xff48;</p>	
  
<p>h&#x3bf;&#xff4d;&#x3bf;&#x261;&#xff52;a&#x39d;&#x4bb;</p>	
  
<p>&#xff48;&#x43e;&#xff4d;&#xff4f;g&#xff42;ap&#xff48;</p>	
  
<p>&#xff4b;&#x43e;m&#x3bf;&#x261;ra&#x440;h</p>	
  
<p>&#x4bb;&#x43e;&#x217f;o&#x440;r&#x430;ph</p>	
  
</span></html>	
  

Homographs  p=100% Anti-Homographs p=100% 
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<html><span	
  style='font-­‐size:20;font-­‐family:"Arial	
  Unicode	
  MS","sans-­‐serif"'>	
  
<p>&#x4bb;&#x43e;&#x1e43;&#x3bf;&#x261;<img	
  src=".\Images\bigr.gif"/><img	
  src="\	
  
.\Images\biga.gif"/><img	
  src=".\Images\bigp.gif"/><img	
  src=".\Images\h.gif"/></\	
  
p>	
  
<p><img	
  src=".\Images\h.gif"/><img	
  src=".\Images\bigo.gif"/>m&#x43e;<img	
  src=".\	
  
\Images\bigg.gif"/><img	
  src=".\Images\r.gif"/>&#x430;<img	
  src=".\Images\bigp.gi\	
  
f"/>&#x4bb;</p>	
  
<p>&#x4bb;<img	
  src=".\Images\bigo.gif"/>mo<img	
  src=".\Images\g.gif"/>ra<img	
  src\	
  
=".\Images\p.gif"/><img	
  src=".\Images\bigh.gif"/></p>	
  
<p><img	
  src=".\Images\h.gif"/>&#x43e;<img	
  src=".\Images\bigm.gif"/>&#x3bf;g<img\	
  
	
  src=".\Images\bigr.gif"/><img	
  src=".\Images\a.gif"/><img	
  src=".\Images\bigp.gi\	
  
f"/><img	
  src=".\Images\h.gif"/></p>	
  
<p><img	
  src=".\Images\h.gif"/><img	
  src=".\Images\o.gif"/><img	
  src=".\Images\m.g\	
  
if"/>o<img	
  src=".\Images\g.gif"/>r<img	
  src=".\Images\a.gif"/>&#x440;<img	
  src=".\	
  
\Images\bigh.gif"/></p>	
  
<p><img	
  src=".\Images\h.gif"/>o&#x1e43;<img	
  src=".\Images\bigo.gif"/><img	
  src="\	
  
.\Images\g.gif"/><img	
  src=".\Images\bigr.gif"/><img	
  src=".\Images\biga.gif"/>&#\	
  
x440;h</p>	
  
<p><img	
  src=".\Images\bigh.gif"/><img	
  src=".\Images\o.gif"/><img	
  src=".\Images\\	
  
m.gif"/><img	
  src=".\Images\o.gif"/>g<img	
  src=".\Images\r.gif"/><img	
  src=".\Imag\	
  
es\biga.gif"/><img	
  src=".\Images\p.gif"/><img	
  src=".\Images\h.gif"/></p>	
  
<p>&#x4bb;o&#x1e43;&#x43e;<img	
  src=".\Images\bigg.gif"/><img	
  src=".\Images\r.gi\	
  
f"/><img	
  src=".\Images\biga.gif"/>&#x440;&#x4bb;</p>	
  
<p><img	
  src=".\Images\bigh.gif"/>&#x3bf;&#x1e43;o<img	
  src=".\Images\g.gif"/><im\	
  
g	
  src=".\Images\r.gif"/><img	
  src=".\Images\a.gif"/><img	
  src=".\Images\p.gif"/><\	
  
img	
  src=".\Images\h.gif"/></p>	
  
<p>h&#x43e;<img	
  src=".\Images\m.gif"/>&#x3bf;g<img	
  src=".\Images\bigr.gif"/><im\	
  
g	
  src=".\Images\biga.gif"/>&#x440;<img	
  src=".\Images\h.gif"/></p>	
  
<p><img	
  src=".\Images\h.gif"/>&#x3bf;<img	
  src=".\Images\m.gif"/>&#x43e;gr&#x430\	
  
;<img	
  src=".\Images\bigp.gif"/><img	
  src=".\Images\h.gif"/></p>	
  
<p>h&#x3bf;&#x1e43;o&#x261;r<img	
  src=".\Images\biga.gif"/>p<img	
  src=".\Images\b\	
  
igh.gif"/></p>	
  
<p><img	
  src=".\Images\h.gif"/>o&#x217f;&#x43e;<img	
  src=".\Images\bigg.gif"/><im\	
  
g	
  src=".\Images\r.gif"/><img	
  src=".\Images\a.gif"/><img	
  src=".\Images\p.gif"/>h\	
  
</p>	
  
</span></html>	
  

<html><span	
  style='font-­‐size:20;font-­‐family:"Arial	
  Unicode	
  MS","sans-­‐serif"'>	
  
<p>h&#x43e;<img	
  src=".\Images\m.gif"/>&#x3bf;<img	
  src=".\Images\bigg.gif"/>r<im\	
  
g	
  src=".\Images\biga.gif"/>ph</p>	
  
<p>&#x4bb;<img	
  src=".\Images\o.gif"/>&#x217f;&#x3bf;g<img	
  src=".\Images\bigr.gi\	
  
f"/>a&#x440;<img	
  src=".\Images\h.gif"/></p>	
  
<p><img	
  src=".\Images\h.gif"/><img	
  src=".\Images\bigo.gif"/><img	
  src=".\Images\\	
  
m.gif"/>o&#x261;<img	
  src=".\Images\bigr.gif"/>a<img	
  src=".\Images\p.gif"/>&#x4b\	
  
b;</p>	
  
<p>h&#x43e;<img	
  src=".\Images\bigm.gif"/><img	
  src=".\Images\bigo.gif"/><img	
  src\	
  
=".\Images\g.gif"/><img	
  src=".\Images\r.gif"/>&#x430;<img	
  src=".\Images\bigp.gi\	
  
f"/><img	
  src=".\Images\bigh.gif"/></p>	
  
<p><img	
  src=".\Images\h.gif"/><img	
  src=".\Images\bigo.gif"/>m<img	
  src=".\Images\	
  
\o.gif"/><img	
  src=".\Images\g.gif"/><img	
  src=".\Images\r.gif"/><img	
  src=".\Imag\	
  
es\biga.gif"/><img	
  src=".\Images\p.gif"/>&#x4bb;</p>	
  
<p>h<img	
  src=".\Images\bigo.gif"/>m&#x43e;<img	
  src=".\Images\g.gif"/><img	
  src="\	
  
.\Images\bigr.gif"/><img	
  src=".\Images\biga.gif"/><img	
  src=".\Images\bigp.gif"/\	
  
>&#x4bb;</p>	
  
<p><img	
  src=".\Images\h.gif"/>&#x43e;<img	
  src=".\Images\m.gif"/>&#x43e;<img	
  src\	
  
=".\Images\g.gif"/><img	
  src=".\Images\bigr.gif"/><img	
  src=".\Images\biga.gif"/>\	
  
ph</p>	
  
<p>&#x4bb;<img	
  src=".\Images\bigo.gif"/>m&#x43e;<img	
  src=".\Images\bigg.gif"/><\	
  
img	
  src=".\Images\bigr.gif"/><img	
  src=".\Images\a.gif"/><img	
  src=".\Images\p.gi\	
  
f"/><img	
  src=".\Images\h.gif"/></p>	
  
<p>h<img	
  src=".\Images\o.gif"/><img	
  src=".\Images\m.gif"/>&#x3bf;gra<img	
  src=".\	
  
\Images\bigp.gif"/>h</p>	
  
<p><img	
  src=".\Images\bigh.gif"/>&#x43e;&#x1e43;<img	
  src=".\Images\o.gif"/>g<im\	
  
g	
  src=".\Images\r.gif"/><img	
  src=".\Images\a.gif"/><img	
  src=".\Images\bigp.gif"\	
  
/>h</p>	
  
<p><img	
  src=".\Images\h.gif"/>o<img	
  src=".\Images\bigm.gif"/><img	
  src=".\Images\	
  
\bigo.gif"/>&#x261;<img	
  src=".\Images\r.gif"/><img	
  src=".\Images\biga.gif"/><im\	
  
g	
  src=".\Images\bigp.gif"/><img	
  src=".\Images\bigh.gif"/></p>	
  
<p><img	
  src=".\Images\bigh.gif"/>om&#x43e;<img	
  src=".\Images\bigg.gif"/><img	
  sr\	
  
c=".\Images\r.gif"/>a<img	
  src=".\Images\p.gif"/>&#x4bb;</p>	
  
<p><img	
  src=".\Images\bigh.gif"/><img	
  src=".\Images\bigo.gif"/><img	
  src=".\Imag\	
  
es\bigm.gif"/>&#x3bf;gr<img	
  src=".\Images\biga.gif"/>&#x440;<img	
  src=".\Images\\	
  
h.gif"/></p>	
  

Homographs  p=80% Anti-Homographs p=100% 
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bool	
  operator	
  ==	
  (const	
  string	
  &	
  s1,	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  const	
  string	
  &	
  s2)	
  
{	
  
	
  	
  	
  const	
  char	
  *p1;	
  
	
  	
  	
  const	
  char	
  *p2;	
  

	
  	
  	
  //	
  for	
  each	
  member	
  of	
  the	
  two	
  strings	
  
	
  	
  	
  for	
  (p1	
  =	
  s1.c_str(),	
  p2	
  =	
  s2.c_str();	
  
	
  	
  	
  	
  	
  	
  	
  	
  *p1	
  &&	
  *p2;	
  
	
  	
  	
  	
  	
  	
  	
  	
  p1++,	
  p2++)	
  
	
  	
  	
  {	
  
	
  	
  	
  	
  	
  	
  	
  //	
  convert	
  to	
  lowercase	
  
	
  	
  	
  	
  	
  	
  	
  char	
  c1	
  =	
  tolower(*p1);	
  
	
  	
  	
  	
  	
  	
  	
  char	
  c2	
  =	
  tolower(*p2);	
  

	
  	
  	
  	
  	
  	
  	
  //	
  compare	
  the	
  lowercase	
  versions	
  
	
  	
  	
  	
  	
  	
  	
  if	
  (c1	
  !=	
  c2)	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  return	
  false;	
  	
  	
  	
  
	
  	
  	
  }	
  

	
  	
  	
  //	
  success	
  only	
  if	
  both	
  are	
  the	
  same	
  
	
  	
  	
  return	
  true;	
  
}	
  

Consider the standard string compare 
problem.  If there are n letters in the string, 
then there are n2 possible combinations: 

security	
  
securitY	
  
securiTy	
  
securiTY	
  
securIty	
  
securItY	
  
… 

Rather than compare all these 
combinations, it is much more efficient to 
compare the lowercase version of each. 

Searched term 
SECuriTY	
  
seCURity	
  
sEcUrItY	
  
securITY	
  

security	
  

Searched term 
Security	
  
SECURITY	
  
security	
  
SeCuRiTy	
  

security	
  


