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Reviewing Predictions 
  Globalization of infections and attacks 

  Creates an attack fabric that lends 
itself to global joe jobs 
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Hack One Shared Server,                
Phish From All Its Sites 

  ”Even  excluding  the  thousands  of   
phishing  sites  created  by  this  tactic,  
phishing  in  the  second  quarter  of  
2012  was  up  significantly  over  the  
first quarter.” 
•   Rod  Rasmussen,  President  and  CTO  of  

Internet  Identity 
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Phishing Increases 
  “Targeted attacks remain the favorite     

attack vector used to launch phishing 
attacks, as the number of unique 
brands during the entire quarter rose  
to 601 in Q2 2012 from 587 in Q1 2012”   
•   Ihab Shraim,  chief information security      

officer, MarkMonitor 
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Countries Hosting Phishing Sites 
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Countries Hosting Keyloggers & 
Trojan Downloaders 
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Reviewing Predictions 
  Spear-phishing for APT 
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Scammers Want Access To The 
Freshest & Most Juicy Information 
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Reviewing Predictions 
  More Malware 
•  Primarily trojans / crimeware 
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Trojans Dominate Malware 
  More Malware 
•  Primarily trojans 
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Reviewing Predictions 
  Mobile malware and malicious apps 
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850,000 New Droids per 
Day 
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2012 Mobile Smartphone Threats 

35 

Smishing and Phishing on Mobile Phones 
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Hacked Apps Posted To Markets 
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Fake OTP Apps Install 
Android Malware 
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Fake Security Apps 



•  Sites infected with 
bad iFrame 

•  Checks User-Agent 

•  Update.apk sent to 
browser 

•  Installed if device 
allows apps from 
unknown sources 

com.Security.Update 
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Reviewing Predictions 
  Using compromised infrastructure to 

mount attacks 



Email Service Providers Are An 
Important Attack Vector 
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A Lack of Money Mules Will No 
Longer Slow Fraud Losses 
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Reviewing Predictions 
  Cyber Warfare 



Reviewing Predictions 
  blah 
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Market Responses 
  18 months ago only 3 Android anti-

malware products 
  Now over 40 
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Market Responses 
  Censorship 
•  TOR 
•  AnchorFree, 10M users 
•  225 VPN services 
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Market Responses 
  Web fraud skyrockets 
•  Silvertail, Guardian Analytics, etc 
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Market Responses 
  Advanced Persistent Threats detection 
•  Damballa, FireEye, Netwitness 
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Emerging Threats 
  Javascript methods to attack internal 

machines 
  Javascript monitoring of all activities 
  Javascript sending webforms for other 

sites 
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Emerging Threats 
  Passwords are still the biggest security 

problem on the Internet 
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Emerging Threats 
  Spear-phishing 
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Emerging Threats 
  Spear-phishing/Malware to bank 

employees 
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Emerging Threats 
  Using mobile devices as entry points for 

cybercrime 
•  Spear-phishing to phones 
•  Malicious apps on phones 
•  Capturing 2FA 
•  Exploiting the coming phone-to-car rich 

interfaces 
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Emerging Threats 
  Encrypted communities 
•  The bad buys will take up this technology 

much faster than the good guys 
• Wikr, etc 

•  What percentage of the people that you 
email do it encrypted? 
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Emerging Threats 
  CyberWar hype stimulates crazy 

responses 
•  Banning Chinese firewall vendors 

• Good, bad? 

•  Billions spent by multiple conflicting 
agencies 
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Emerging Threats 
  Darknets 
•  Silk Road was only the beginning 
•  There are thousands of Tor hidden services 
•  Once they get strong end-to-end 

encryption easy to use, it will be 
unstoppable 

•  Even the US government is paying for 
steganography development 
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What Can We Do? 
  Conferences like this are crucial 

  Private and pubic sector must share 
information and wisdom 

  Data sharing standards need to be 
activated and implemented 
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How Does a World of 
Localities Engage a Problem 

of Global Dimensions Like 
Cybercrime and Respond 
with Consolidated Effort? 
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Unified Data Logistics 
  Too many stakeholders to let Tower of Babel 

be the operational model.  
  Time to: 

•  Rationalize data structures 
•  Standardize cybercrime file formats 
•  Standardize data exchange and 

communications protocols 
•  Coordinate efforts through (technically) 

unimpeded data sharing 
•  Data policy impedances another matter 

• But we’re working on it 
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Thank You To Our Sponsors 


