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Abstract—How do end users understand social engineering
attacks, and how do their perceptions of these attacks differ from
reality? To investigate, we proposed a new social engineering
attack framework, and ran two studies to examine exactly how
and when users are misunderstanding social engineering attacks.
In our first study, we conducted 30 qualitative interviews asking
people about their understanding of, and experiences with social
engineering attacks. We found that confidence and accuracy
are the two main factors affecting users’ knowledge of social
engineering attacks. In our second study, we quantified how
confidence and accuracy impact users’ perceptions at different
stages of an attack. We found that users tend to be overconfident
in their ability to understand social engineering attacks, but
hold inaccurate beliefs. Participants had major misconceptions
of what constitutes social engineering, and the risks of these
attacks. Based on our results, we propose educational and design
opportunities to match social engineering mitigation strategies to
user perceptions of social engineering.

Index Terms—Human-computer interaction, social engineer-
ing, usable security, phishing

I. INTRODUCTION

Social engineering, which refers to attacks that manipulate
users into revealing information to compromise computer
systems [1], [2], is one of the most commonly reported kinds
of internet fraud [3]. Due to its prevalence, social engineering
awareness among users is increasing, yet many users and
organizations are still vulnerable [2], [4]-[6]. In 2017, 29
billion spam emails were sent daily; 1 in every 329 users fell
for a phishing email [7].

Users have difficulty recognizing social engineering attacks,
and knowing what to do when they encounter them [8]-[10].
Although technical mitigation strategies for social engineering
attacks exist, they cannot solve the human element of the prob-
lem. Although a variety of individual attack types have been
studied, little is known about users’ holistic understanding of
these kinds of deceptive attacks.

Previous studies have not examined users’ perceptions, leav-
ing a gap in our understanding of how to better protect users
from social engineering. By examining users’ perceptions, we
can work towards more effective social engineering mitigation
strategies that align not only with users’ perceptions of social
engineering attacks, but also how social engineering attacks
generally work.
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Most social engineering research in usable security pertains
to cues users look at to determine legitimacy [5], [10], [11],
vulnerability to phishing [6], [12], and evaluations of phishing
solutions [13], [14]. As a result, little is known about users’
behaviours and perceptions at different stages during a social
engineering attack. To effectively protect users from social
engineering attacks, we must understand their perceptions of
the different stages within the social engineering attack cycle
to identify where exactly users need more education and
technical help. We must understand where users’ perceptions
differ from reality, and address these differences in order to
better protect them. Our aim is not to make users experts
at identifying and preventing social engineering attacks, but
rather to have a basic awareness of what is and is not a social
engineering attack item, what to do if they encounter a social
engineering item, and how to prevent being victim to an attack.

To investigate this, we proposed a framework that distin-
guishes the different stages of social engineering attacks. We
then conducted two user studies and used a mixed methods ap-
proach to investigate users’ perceptions of social engineering
attacks and to understand where users are performing poorly
when it comes to social engineering attacks. In the first study,
we conducted semi-structured interviews to investigate users’
understanding of the different stages within our proposed
engineering attack framework. We found that users’ beliefs
had varying degrees of accuracy, but that they were highly
confident in their knowledge of, and ability to evade social
engineering attacks.

Based on these results, we conducted a second study in
which we ran an online questionnaire to investigate where
in the social engineering attack cycle users are performing
worst by measuring participants’ accuracy and confidence.
We found that participants’ accuracy scores were relatively
low, and were most likely the result of guessing. However,
confidence scores were consistently high, regardless of the
stage. This overconfidence in inaccurate beliefs is especially
dangerous, especially as participants had misconceptions of
social engineering, such as mistaking fraud, spam, and online
ads as attacks, and believing that social engineering attacks
are not as threatening because participants tend to view social
engineering attacks as a nuisance, rather than a real threat.
This suggests that users have a flawed understanding of social



engineering, revealing future opportunities for technical and
educational mitigation strategies.

II. BACKGROUND

Social engineering in IT security refers to attacks where
users are manipulated into compromising computer systems
(by revealing confidential information, installing malware, or
similar). Through various psychological manipulations [1], [2].
Social engineering attacks are effective because most users are
poor at detecting them [2], [4]-[6], and technical controls often
do not account for user behaviours [2], [6]. In essence, it is
often easier to trick humans into compromising information
than it is to break into a security system [1], [15].

Within social engineering exist many types of attacks.
Phishing attacks, especially email phishing and phishing web-
sites are the best-known and most commonly-used type of
social engineering attack [15]—[17], but there are many other
emerging social engineering attacks which are less well-known
to end users, and seldom studied by researchers [2], [18] such
as using social media, QR codes, or online advertisements as
an attack vector, which is why we studied these attacks.

A. Prevalence

Social engineering is very common [19]. According to the
2020 Verizon Data Breach report [16], 22% of data breaches
begin through phishing. Around 75% of organizations, mean-
ing attacks which target employees of an organization, have
been victim to attempted spear phishing attacks [20], and each
successful attack on an organization results in a USD $25,000
to $100,000 gain [19].

Social engineering still continues to be a problem, despite
technical controls and user education efforts [6], [12], [19].
The problem will continue to get worse with new attack
vectors emerging [6], [21]. Phishing and social engineering
attacks have increased in recent decades because of an increase
in mobile phone use [22]. Mobile phones provide more attack
vectors, such as social engineering through SMS, QR codes,
social media, and mobile apps, and these emerging attacks are
less well-known, which will make many users vulnerable [18],
[21].

B. How Users Understand Social Engineering

Users are generally poor at recognizing social engineering
attacks, and understanding what to do when they encounter
one [8]-[10]. Users remain susceptible to social engineering,
despite mitigation strategies being implemented. This is due
to three factors. Firstly, users lack knowledge about computer
security and social engineering; users do not understand se-
curity indicators, and hold incorrect beliefs about cues [10].
Secondly, attackers deceive victims by mimicking legitimate
methods [10], such as making a phishing website look like
the authentic one, or using HTTPS encryption for a phishing
website [16]. Lastly, users fall for social engineering because
security is not a primary task for them; users are not as focused
on paying attention to security indicators because they are
focused on other things [10]. Users do not look at the correct

cues to judge if a site is legitimate or not. Users tend to base
the legitimacy of a website on its “look and feel” rather than
considering the URL, HTTPS encryption, or looking at the
SSL certificate [10].

Education and user awareness for detecting social engineer-
ing are not comprehensive enough, and cannot evolve fast
enough to match attackers’ methods. Attackers are improving
their methods at an alarming rate which user awareness and
technical controls cannot meet [16]. In 2020, 89% of phishing
websites used HTTPS encryption to trick users into thinking
their website is legitimate [16]. In comparison, less than 10%
of phishing websites used HTTPS encryption in 2016 [16].
Attackers are learning what has been taught to users, and are
now using it for their own ends.

The majority of studies looked at specific aspects of phish-
ing, which leaves other social engineering attacks understud-
ied. Additionally, there is a lack of cohesion about user
perceptions of social engineering as a whole. It is important
to understand user perceptions of social engineering from a
broader perspective to properly address user needs and gaps
in understanding, and to identify where users struggle.

For sufficient user expertise, we believe users need to be
sufficiently effective at identifying and preventing themselves
from falling for social engineering attacks. They should ideally
have skills such as knowing what is and is not a social
engineering attack item, what to do if they encounter a
suspicious item, and how to prevent becoming a victim of
such an attack.

III. SOCIAL ENGINEERING ATTACK FRAMEWORKS

Social engineering frameworks allow security researchers
to compare and understand social engineering attacks in a
standardized method [23], [24]. Additionally, a social engi-
neering attack framework is useful because it allows us to
better understand these attacks, and how they work [24].

The best-known social engineering framework was origi-
nally proposed by Mitnick in the early 2000s [1], and Mouton
et al. built upon this model in 2014 [23]. Since this framework
has been proposed, new social engineering attack vectors
and trends have emerged [16], [19]. These frameworks are
relatively outdated, and cannot be applied to all types of
social engineering attacks. Alkhalil et al. proposed a new
phishing attack framework in 2021 which addresses newer
attack vectors, but focuses more on the technical aspects of
a phishing attack [24]. For the purposes of our research, we
created a more extensive social engineering framework which
incorporates more human-centred aspects to use as a guide for
our studies. We are not trying to prove our framework through
our results, but instead are using the framework to guide
our understanding of user perceptions of social engineering
attacks.

A. Attack Formulation

In this step, the social engineer plans the attack. They must
identify their attack vector, what they hope to achieve, and
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Fig. 1: The proposed social engineering attack framework.

their target audience, in no particular order. This is simi-
lar to Alkhalil’s Planning Phase in their proposed Phishing
Anatomy, which refers to an attacker gathering information to
form their attack [24].

a) Attack Vector: The attacker has to decide how they
want to carry out their attack. It may be a physical social en-
gineering attack (e.g., baiting targets with USB keys), or they
may reach their victims remotely. Email is very popular [17],
[18], but attacks may also be conducted using SMS, social
media, websites, QR codes, advertisements, and pop-ups.

b) Audience: Social engineering attacks also include a
target audience, such as an individual, groups of individuals,
or organizations. Sometimes, an attack may have no specific
audience, but these are often less successful [25]. Targeting
the desired audience with the correct medium is important, as
the demographics of technology use are varied [26]-[28].

B. Persuasive Techniques

The types of persuasive techniques used by attackers to fool
their victims can vary. They can range from deception, to more
advanced psychological techniques. Social engineering attacks
are one of the most effective kinds of attacks because they
target human weaknesses by exploiting human psychology
[2], [3]. The previous framework mainly focused on Cialdini’s
Principles of Persuasion (reciprocity, consistency, social proof,
liking, authority, and scarcity) [29], but research has shown
that greed, fear, curiosity, and impersonation have been used
to successfully exploit users [5], [30].

C. Call to Action

The third stage of the framework is to include a call to
action, or some sort of interaction where the target “initiates”
the compromise. Tangible actions include clicking a link,
typing in a password, downloading a file, scanning a QR
code, or giving up confidential information. Social engineering
is effective because it simplifies the target’s decision making
and it nudges users towards the attacker’s desired behaviours
because figuring out what to do is straightforward [31].

This step was missing in the original framework by Mitnick,
but is similar to the Attack Conducting Phase in Alkhalil et
al’s proposed Phishing Anatomy [24]. It is an important step

because once users proceed to this step, they may potentially
compromise their own, or their company’s, security system by
handing over confidential information.

D. Utilize the Information

The fourth step in this framework is when attackers use
the information they have gained, similar to the Phishing
Anatomy’s Valuables Acquisition Phase [24]. It is one step
towards achieving their target goal. In this stage, users are not
interacting with anything. Instead, the attackers are using the
information users gave for their own ends.

According to a 2020 Anti-Phishing Working Group
(APWG) report, 86% of breaches were financially-motivated,
and 37% targeted user credentials [16]. Obtaining company
information, unauthorized access, conducting a social engi-
neering attack as personal revenge, and collecting banking
information are other common goals [16].

E. Expands Scale

Social engineering attacks are spread to other individuals,
or repeated with the same target(s). Some attacks, such as
spear phishing because of its targeted nature, will require more
follow-up than others, which means attackers may need to go
back to the target to gather more information. This therefore
broadens the attack scale because more information may be
gained.

The previous framework implied that the cycle only repeats
with the same target. They did not indicate that the cycle
could repeat with other targets, which needs to be addressed
because most social engineering attacks can impact several
individuals [7].

IV. STUDY 1: USER PERCEPTIONS OF SOCIAL
ENGINEERING ATTACKS

While it is clear that users do not have a good understanding
of social engineering attacks, there has been no close study
of what element of these attacks users misunderstand, lead-
ing them to fall for these attacks. We chose the qualitative
methodology to allow us to gain a deeper understanding of
where users’ understanding might be misinforming them about
how to detect these attacks. Our goal was to understand users’
perceptions of the attack cycle as a whole.

A. Methodology

We conducted semi-structured interviews with 30 partic-
ipants about their understanding of, and experiences with,
social engineering attacks. Participants were recruited via Pro-
lific!, an online crowdsourcing website for scientific studies,
and the interviews were conducted remotely via Zoom. Partic-
ipants completed a demographics questionnaire before partic-
ipating in an interview. We asked participants questions about
their understanding of and experiences with social engineering.
Our questions were open-ended, and we probed for additional
details using the method of constant comparison, whereby the
researcher develops insights by coding and analyzing results
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at the same time [32]. In order not to influence participants’
responses, we avoided providing specific definitions in our
questions. The interview guide can be seen in Appendix A.
Participants were compensated $10 for a 30-minute interview,
and the study was cleared by our institutional review board.

B. Participants

We recruited 17 female participants, 12 male participants,
and one non-binary participant. Their average age was 28
years old (SD = 8.47), and they were well-educated, with
22 of them having completed at least a Bachelor’s degree. All
were from the USA or Canada. 90% claimed to have some
knowledge of computer security, and 83% admitted they were
somewhat susceptible to falling for phishing attacks.

C. Results

We analyzed our qualitative data using Thematic Analy-
sis [33]. We first conducted open coding, where we traversed
our transcribed interviews line-by-line, identifying key ideas
within our data, and labelling them with codes. Following
this process, we re-examined our open codes in combination
with our data to identify underlying themes. We identified
59 open codes. The codes are organized into related groups
based on the stages of the framework, in addition to other
findings during the theme-finding process. The qualitative data
analysis was primary performed by the first author of this
paper. Previous research has shown that inter-coder reliability
is not necessary as long as the process of data analysis is
systematic and transparent, because the coder’s subjectivity is
also an important finding [34]. Our detailed codebook with
the identified codes and their descriptions can be found in
Appendix B.

Our thematic analysis identified user confidence and accu-
racy were underlying themes within our data set. In general,
we found that participants displayed high levels of confidence,
but combined them with a varying degree of accuracy in their
understanding. Confidence was displayed by their general atti-
tudes towards the ease of avoiding social engineering attacks,
and belief that they would be unlikely to be victims of social
engineering. Some stages of the framework, such as Stage I:
Attack Framework and Stage 2: Persuasive Techniques seemed
to have higher confidence and accuracy, but other stages such
as Stage 5: Expands Scale had much lower levels of accuracy,
but consistently high confidence amongst participants. In this
case, confidence refers to a participant’s perceived belief that
they are correct in their judgements, and that they will be able
to protect themselves from social engineering attacks properly.

Most notably, participants had misunderstandings about
what social engineering is. Participants confused social en-
gineering with fraud, spam, and other security attacks. This
misunderstanding can possibly lead users into wrongly eval-
uating the threat levels of social engineering attacks, and
believing they are a nuisance, rather than an actual threat
to their security. This tied in with participants’ beliefs that
individuals, rather than organizations, are often the targets
of social engineering attacks. Their beliefs about how they

were initially targeted with a social engineering item conflicted
with their beliefs about the scale of social engineering attacks.
Participants generally believed social engineering attacks are
generalized attacks targeting as many users as possible, and
tend to target individual users, rather than organizations. Yet,
it is evident that they also think social engineering attacks are
highly targeted to users based on their personal information
and internet browsing.

Below, we outline how confidence and accuracy impacted
users’ perceptions of each of the individual stages of our
proposed social engineering attack framework.

1) Stage 1: Attack Formulation:

a) Attack Vector: Participants expressed high confidence
in their ability to identify common social engineering attack
vectors, and often mentioned specific attack vectors, such as
emails and phone calls as common methods. They also fre-
quently mentioned advertisements, SMS, websites, and social
media as other attack vectors. However, participants were less
aware of emerging attack vectors, such as phishing using apps
or QR codes.

Participants often showed inaccurate understandings of cer-
tain attack vectors. Several participants had trouble differen-
tiating between legitimate advertisements found on websites
and social media, and phishing advertisements. Despite these
inaccuracies, all participants expressed strong confidence in
their understanding of social engineering attack vectors. They
conflated legitimate advertising with social engineering at-
tacks, as illustrated in this quote from P16.

“There’s a shopping feature on Instagram. So be-
cause of that, I think people will encounter (phish-
ing) ads that pertain to what they were just browsing
on Instagram or Facebook.” — P16

b) Target Audience: Once again, participants expressed
high confidence in their understanding about who is targeted
by social engineering attacks. All participants had previously
received a social engineering attack, and they extended this
experience into believing that everyone is susceptible to re-
ceiving social engineering attacks, and that these attacks are
sent to many individuals at once. However, most participants
were very confident that they themselves would not fall for
a social engineering attack, citing their intuition or common
sense to guide them.

“A lot of the fraudulent ones (emails) seem obvious,
you know, you I think it comes down a lot to
common sense.” — P30

Participants correctly understood that very few users actu-
ally fall for social engineering attacks [7]. However, partici-
pants tried to generalize the categories of people who do suc-
cumb to attacks, often citing concerns about the vulnerability
of young people and the elderly. This was often attributed to
their perceived lack of experience with and knowledge of the
Internet.

“I think older people (are more vulnerable), because
they don’t necessarily understand how the Internet



works and, you know, things that may be obvious to
us, they obviously have been working on.” — P1

“It’s most likely to be really young people because
they don’t have any experience in using payments on
the Internet or actually going through the process of
checking out for the purchase.” — P3

Participants were mainly focused on end users being the
targets of social engineering attacks, but some mentioned that
organizations may also be subject to social engineering attacks
because attackers would gain access to a lot more personal
information, and the potential financial gains are much greater
if they target an organization rather than individuals.

Participants were confident that attackers obtained users’
contact information from surveys, tracking users, and through
monitoring a user’s internet presence. Participants showed
confidence that their internet presence, which refers to a user’s
level of activity on the internet, as another reason for why they
keep receiving social engineering items. Participants believed
that the more “present” they were online, the more likely
attackers could collect personal information to contact them,
or to entice them with a targeted social engineering attack.

“I mean, it has to do with tracking our Internet
activities. So I might be more active than most. And
then therefore, they’ll catch my signature and follow
up with me while I'm surfing (the Internet).” — P9

2) Stage 2: Persuasive Techniques: Participants displayed
high confidence in their ability to identify common persuasive
techniques used by attackers. Participants most commonly
mentioned appeals to greed, curiosity, and fear to convince
targets to engage with the attack.

Participants also mentioned pretexting, a targeted social
engineering attack where an attacker impersonates an authority
figure (most commonly over email) to ask for money or
gift cards. Participants did seem to understand the emotional
appeal in such attacks, as well as the appeal to authority.
Participants understood that different persuasive techniques
target different vulnerabilities, and when used in the right
context can be persuasive at getting users to comply.

a) Detecting Attack Cues: Of our 30 participants, only
two admitted outright they have trouble with determining
whether an item is legitimate or not.

Participants who were confident in their ability to detect
social engineering items frequently referred to relying on their
intuition to tell them if something was legitimate or not. Due
to the high prevalence of phishing [7], and phishing-related
warnings users receive, users have internalized these ideas
into an “intuitive” understanding what social engineering looks
like. Professionalism, which refers to a social engineering
item’s look and feel, spelling and grammar, and whether the
request makes sense, was commonly cited by participants as
a cue for social engineering. However, this knowledge of cues
may break down when users are faced with non-email or
non-phishing attacks. Users also said they rely on technical
mitigation strategies, such as spam filters, to help them detect
social engineering attacks.

“I look at them and it’s like second nature. I don’t
really give them piece of mind.” — P1

When a suspicious item includes a call to action, such as
encouraging recipients to click a link, download a file, or send
payment, participants took this as an additional cue that an
item is malicious.

Finally, participants believed that if an offer is too attractive,
it probably is a malicious item. Many participants (or their
friends and family) expressed complying with, or almost
complying with a request because the offer was attractive, but
most participants claimed to be suspicious of any offer that
was too appealing.

For some participants, this suspicion extends to legitimate
businesses offering rewards to customers; some participants
believed this is similar to a social engineering attack, and avoid
complying with getting these rewards.

“A lot of stores will have reward systems. I know
Wal-Mart and Harris Teeter had a few to fill out a
certain survey, then they enter you into a grocery
sweepstakes or something. And sometimes the links
might take you to like a separate place that has
nothing to do with it. And they just want you to
fill out demographic information.” — P14

3) Stage 3: Call to Action: During this stage, participants
expressed confidence about how social engineering attacks are
initiated, but were not as accurate in their beliefs.

Participants displayed mixed understanding about when
exactly they became vulnerable to a social engineering attack.
Some participants said they have been compromised as soon as
they are sent a social engineering attack item. Others believed
it is when one opens a social engineering attack item. Most
said it is when one engages with a social engineering attack,
such as clicking links, downloading a file, or giving out the
requested personal information.

If participants suspect an item is a phishing attempt, their
actions upon receiving the item differ from those who believe
it is legitimate.

When participants believe an item is fraudulent, they will
often report it to the IT department (if it exists), the plat-
form which was used to carry out the attack, or notify
the person/organization the attacker is impersonating. Some
participants also mentioned deleting these attack items. Many
participants said they ignore suspicious items, avoid opening
and engaging with them, and may also block the sender to
avoid getting contacted.

When participants are unsure about the legitimacy of an
item, they also attempted to verify the item, such as by
checking the URL and sender, Googling it, or asking family
and friends, and sometimes clicking the link presented in the
item. When users believe the social engineering item’s claims,
they report complying with its call to action, and also sharing
it with others if it offers an enticing reward.

In this stage of the framework, participants understood that
they generally should not click any unfamiliar links or down-
load malware, but they lack awareness of exactly when a social



engineering attack is initiated. This subsequently impacts their
behaviours when acting upon the social engineering item,
and impacts how they familiarize themselves with accurately
identifying social engineering attacks.

4) Stage 4: Utilize the Information: This stage of the
framework is not visible to users, and users do not interact
with anything here, therefore what happens during this stage
is mainly based on participants’ speculations about what
attackers do with their information. Participants were confident
in their understanding that the goal of social engineering
attacks is to gain personal information of users, hack into
user accounts, and/or for financial gain. Participants believed
that regardless of whether attackers take personal information,
or hack into accounts, their ultimate goal is to turn this into
financial gain for themselves.

There is a belief that attackers will target personal in-
formation such as credit cards, bank information, or Social
Security/Insurance Numbers. Many participants also believed
attackers might try to sell personal information on the dark
web, or add their information to a database of other collected
information to share with other attackers. These participant
beliefs are accurate, as previous research has shown that social
engineering attacks commonly target financial resources and/or
personal information, and sometimes hack into accounts [2],
[19].

a) Post-hoc Social Engineering Attack Cues: In addition
to social engineering attack cues that users may assess as
they receive suspicious items, this section describes social
engineering Attack Cues that users consider after potentially
engaging with the item. Participants displayed the lowest
confidence when trying to explain their beliefs about how to
tell if they fell for a social engineering attack.

Participants said that a major clue is that the attacker will
“ghost” the target. Once the target complies with the attacker’s
request, they will stop responding to messages, and the reward
will never arrive.

“I was excited because this person was responding,

and they sent a picture of the tickets and they were

keeping up with it (messaging me). And then after-

wards (after I sent money), they stopped responding,

and I became confused and the panic started to settle

in” — P4

5) Stage 5: Expands Scale: In this stage, participants ex-

pressed high confidence in their beliefs about attack scalability.
Participants commonly believed social engineering attacks are
spread when users forward emails to others, when the attack
spreads to one’s contacts, or through computer networks, such
as wifi networks or to one’s other accounts.

“You get one computer infected, it remotely infects
other computers on the network. And once you get
that computing power, it’s just like a robotic army.”
- P1

Participants commonly said that social engineering attacks
are generalized, and target many individuals at once. They
believed thousands or more individuals are targeted in each

attack because very few fall for these attacks, so it is important
to cast a wide net. At the same time, participants also had a
conflicting belief that some social engineering attacks, espe-
cially advertisements, are specifically targeted to an individual
user. Participants who had this belief stated that companies
or attackers are tracking their online activities, and trying to
entice them into falling for a social engineering attack by
presenting something they might be interested in.

Despite participants displaying high confidence in their
beliefs, they did not have an accurate understanding of how
social engineering attacks scale. They had inconsistent beliefs
about how many users these attacks target, and their reason-
ing behind spearphishing attacks was confused with general
internet user tracking.

D. Summary: Users’ Perceptions of Social Engineering At-
tacks

The results of this study suggests that users’ perceptions
of social engineering attacks are impacted by user confidence
and the high prevalence of social engineering attacks. Every
participant said they had seen social engineering attacks, and
that they see them very frequently. As a result of this high
prevalence of being exposed to social engineering attacks,
users often think they understand them, and have high con-
fidence in their understanding.

Most users do not get extensive formal training on phishing
or social engineering awareness, so user perceptions are often
formed from previous experiences with social engineering
attacks. The high prevalence of social engineering attacks
users encounter impacts what users associate with social
engineering, such as how it looks like, what to do when
one encounters an attack, and what it targets. Unfortunately,
we have also observed from this study that participants also
confuse social engineering with a variety of other concepts,
such as targeted advertisements, other security attacks, spam,
and fraud. Participants have misunderstandings that social
engineering attacks are not dangerous, and more of a nuisance,
rather than an actual security threat. Not all threats are at the
same level, but participants do not seem to understand the
different levels in security threats, which may be why they
are so confident in their beliefs.

Since most participants believed they experienced high de-
grees of success with detecting and avoiding social engineering
attacks, this feeds into their high confidence levels about their
understanding of these attacks.

V. STUDY 2

Our first study showed that although participants had signif-
icant misunderstandings about social engineering attacks, they
were still highly confident in their ability to detect and evade
such attacks. The qualitative analysis in our first study revealed
detailed user perceptions of social engineering attacks, but this
type of data gave no way to quantify exactly where users’ mis-
understandings lie. To do this, we designed a questionnaire-
based study to evaluate and quantify participants’ confidence
and accuracy in different stages of the attack framework. Our



goal was to more explicitly identify where users are struggling
when it comes to understanding social engineering attacks so
that remediation approaches can be more targeted to those
areas.

Based on the results from our first study, we formed three
hypotheses for this second study:
H1: Accuracy rates of social engineering attack evaluations
will differ based on the stages of the framework.
H2: Self-reported confidence rates will differ based on the
stages of the framework.
H3: There will be interaction effects between confidence
and accuracy based on the stages of the framework.

A. Methodology

We used a questionnaire to quantitatively measure how
confidence and accuracy play a role in user perceptions of
social engineering attacks. We investigated the accuracy of
participants’ understanding, and their confidence in this under-
standing for the different stages of our proposed framework to
understand where users tend to have difficulty when it comes
to social engineering attacks.

In our study, participants were presented with screenshots
of social engineering items, and then answered questions
about each attack example they saw. The questions and their
multiple-choice responses were based on the stages of the
framework, and the themes and codes developed from the
first study. The full questionnaire is shown in Appendix E.
Participants were clearly told that the images shown were
attacks, and that they should not interact with the attacks, nor
enter any personal information for these attack evaluations.
Participants were compensated $3 for 20 minutes. The study
was cleared by our institutional review board.

1) Sourcing the Social Engineering Attack Examples:
We sourced a total of 21 different attack examples from
attacks encountered by the researcher, family and friends (see
Appendix D for a detailed description of the attacks we used
in our survey). We also sourced additional examples from
online blogs and industry social engineering reports which
showed examples of social engineering items received by
others. We aimed to have social engineering attack examples
representing a wide variety of scenarios, and different levels
of professionalism and realism to portray the wide variety
of social engineering attacks that exist. These examples also
represented the full spectrum of social engineering attacks
mentioned in our framework; we included examples of tar-
geted and generalized attacks, examples which showed the
various kinds of persuasive techniques, different calls to action,
and different audiences.

We collected roughly equal numbers of email, SMS, ad-
vertisement, and social media social engineering examples
(see Figures 1, 2, and 3 in Appendix C for examples). The
attack vectors (the medium in which the attack is normally
encountered) selected were influenced by the first study; we
chose attack vectors participants specifically mentioned having
seen so we could imitate what users were seeing in their own
life. Figure 2 shows an example attack screenshot used in the

survey, and explains how it fits into our social engineering
framework.
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California

4:54 PM

Hey -We attempted

to deliver your delivery
11076930CA, however there is
an unpaid postage cost. Follow
instructions here: pib.me/

| |

Fig. 2: Screenshot of an SMS social engineering attack we
showed participants. This example is a generalized attack
trying to elicit fear to gain money from users.

2) Procedure: To prevent participant fatigue, we randomly
presented 7 of the 21 examples to each of our 150 partic-
ipants. Since the order in which examples were shown was
randomized and no one saw all 21 examples, each example
was viewed and evaluated by 52 participants. For each attack
example they viewed, participants were asked two types of
questions: questions measuring the accuracy of their under-
standing of the attack, and questions asking how confident
they were in their assessments of accuracy. Accuracy questions
were multiple choice questions that evaluated participants’
understanding of attack elements such as who the attack is
being sent to, whether the attack is generalized or targeted,
or whether they believe others would fall for it. Confidence
questions were Likert scale questions asking participant to rate
their confidence in their previous answer.

For each example, we asked five accuracy questions testing
whether participants understood how the stages of the frame-
work applied to the example. The questions and choices were
the same for every example, but the answers were tailored
to the specific example. To determine the correct answers for
each social engineering attack example, we relied on industry
security reports which described how these attacks worked,
and also had two researchers assess the examples.

Following each accuracy question, participants were asked
to rate how confident they were about their response, ranging
from 1: Not Confident to 5: Very Confident. The questionnaire
also asked demographic questions, and a few questions about
participants’ perceptions about social engineering attacks.

B. Farticipants

We recruited 150 participants for our study from Prolific.co,
a research participant recruitment website. Two participants
failed the attention check, so their data was discarded and
new participants were recruited.

There were 69 women, 78 men, and 3 non-binary partic-
ipants. They were relatively young; the majority were under
35 (74%). Most participants (78%) claimed to have “some”
computer security knowledge. Most participants’ highest level
of completed education was high school (37%), followed by a



Bachelor’s degree (29%), then graduate or professional school
(25%).

Most participants believed their likelihood of falling for
phishing was low; only 12% said they were extremely or
very likely to fall for it, and 17% said they were not likely at
all. Most participants had not received any phishing training
(81%), but of those who had, most had done the training out of
their own interest (13%), or due to workplace obligations (7%).
Fifteen percent of participants reported they had previously
been victims of phishing, 54% said they had not been victims,
and 31% were unsure.

C. Results

1) Accuracy: In our interviews, it was clear that most
participants had a combination of accurate and inaccurate
beliefs about social engineering attacks. To better understand
exactly where they did and did not understand these attacks,
we designed questions to test users’ interpretations of pictured
attacks.

We scored participants’ responses to the accuracy question
as either 1 or O (correct or incorrect) and summed participant
scores across all the social engineering examples to produce
a single score for each question (which corresponded to each
stage of the framework). To calculate accuracy, we had gave
each of our 21 examples the accurate classifications (e.g.,
attack vector, target audience, persuasive technique(s), call
to action, goal, scalability) using the industry reports where
we sourced the attacks from, and from the two authors of
this paper using their knowledge of social engineering to
understand how these attacks fit in our framework. Using
these classifications, we compared participants’ evaluations to
calculate their accuracy scores.

Table I shows the accuracy scores aggregated for each of
the different stages of the framework, and Figure 3 illustrates
these differences. Overall, accuracy scores were very low for
all stages of the framework. Less than half of participants were
able to correctly identify what was happening in the featured
attack for all stages.
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Fig. 3: Accuracy rates by the stages of the framework.

Since the accuracy of participants’ understand was evaluated
using multiple choice questions, one possibility is that partici-
pants may have been guessing at their responses. We observed
that participants’ accuracy rates often appeared similar to
the probability of an answer being correct. To check if the
proportion of correct responses differed significantly from the
probability of being right by guessing, we ran Chi-squared
tests with a Bonferroni correction and a 0.05 alpha level. None
of the accuracy scores were significant, which indicates that
there was no evidence that participants performed better than if
they were guessing at any stage. Table I displays the accuracy
scores compared to the number of available question options,
and the results of the Chi-squared test.

HI: Accuracy rates of social engineering attack evaluations
will differ based on the stages of the framework.

We did not find support for this hypothesis because partici-
pants did not perform significantly better than if they were
guessing in any stage of the framework.

2) Confidence: In our first study, we observed that par-
ticipants displayed varying levels of confidence for different
aspects of social engineering. For example, we noticed that
participants were less confident when describing what happens
once they comply with a social engineering attack, but highly
confident when identifying the various social engineering
attack vectors.

Following each question measuring accuracy, participants
were presented with a Likert-scale question asking them to
rate how confident they were that their response to the previous
question was correct. Participants rated their confidence from
1 (Not Confident) to 5 (Very Confident). Once again, we
examined confidence scores by the stages of the framework
(rather than by example).

In general, participants expressed high confidence that they
understood the presented attacks. For each of the confidence
questions corresponding to a stage in our proposed framework,
the median confidence score was 4, “Confident” (Table I). To
see if there were any significant differences in the confidence
ratings across the different stages of the framework, we ran
a Kruskal-Wallis test (an omnibus test similar to ANOVA but
used for non-parametric data). We found that there were no
significant differences between the different stages (H(4) =
3.06,p = 0.55).

H2: Self-reported confidence rates will differ based on the
stages of the framework.

We did not find support for this hypothesis, as the median
confidence ratings were the same across all stages of the social
engineering framework. Confidence remained high, which in-
dicates that users tend to be more confident in their abilities to
avoid and detect social engineering attacks than they actually
an.

3) Confidence and Accuracy Interactions: To examine
whether there was any interaction between participants’ accu-
racy and their confidence, we created a combined confidence
and accuracy score, and examined them based on the different
stages in our framework. To calculate the combined score,
the accuracy score was coded as either 1 (if correct) or -1
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TABLE I: Accuracy and confidence scores by stage of the framework.

St £ the f Kk Accuracy Counts | Accuracy Scores Number 2 Median confidence
age ol the lramewor (out of 1050) (%) of question options X p score
S1: Attack Formulation
(Target Audience) 367 35% 3 0.001 | 1 4
S2: Persuasive Techniques 406 39% 4 0.001 | 1 4
S3: Call to Action 207 20% 5 0.001 | 1 4
S4: Utilize the Information 362 34% 3 0.001 1 4
S5: Expands Scale 485 46% 2 0.001 1 4
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Fig. 4: Distributions of aggregated confidence and accuracy scores by the stages of the framework.

(if incorrect), and was multiplied by the confidence score, to
give a value between either 1 to 5, or -1 to -5. To create
a continuous ordinal scale, we mapped the 1-5 scores to 6—
10, and reverse mapped the -1 to -5 scores to 5 to 1. This
created a single score between 1 and 10 that represented both
accuracy and confidence, essentially representing a negative
relationship between confidence and accuracy. Scores from
1 to 5 are incorrect responses, and scores from 6 to 10 are
correct. A score close to 1 means participants rated themselves
as highly confident in their response, but were incorrect, and
a score closer to 10 meant participants rated themselves as
highly confident in their response and were correct. Figure 4
shows the distributions of the combined scores for each stage
of the framework.

To determine whether significant differences existed be-
tween the different combined scores based on the stages of
the framework and attack vector, we ran a Kruskal-Wallis
test, since our data did not meet assumptions of normality.
We found that there were significant differences between the
stages of the framework (H(4) = 129.25,p < 0.001).

To see where these differences occurred, we ran pairwise
post-hoc Wilcoxon rank sum tests with a Bonferroni adjust-
ment to correct for multiple comparisons. Table II shows the

TABLE II: Post-hoc pairwise Wilcoxon test results by stage
of the framework.

ST S2 S3 S4
U = 520, 942
821 L —0.09 - - -
s3 | U=633,532 | U= 656,452 - -
p < 0.001%% | p< 0.001%*
4 | U=1536,884 | U=560,284 | U = 444,660 -
p < 0.60 p <023 p < 0.001%*
s | U=487,076 | U=511,426 | U =398,196 | U = 493,388
p < 0.001%% | p< 0.02% p < 0.001%% | p< 0.001%

* indicates significance at the p < .05 level,
* indicates significance at the p < 0.001 level.

results for the Wilcoxon tests at the different stages of the
framework.

Overall, our results showed that there were few differences
in aggregate confidence and accuracy, except for Stage 3 (Call
to Action) and Stage 5 (Expands Scale). Participants performed
significantly worse for Stage 3, and significantly better for
Stage 5 compared to the other stages.

The discrepancies for Stages 3 and 5 may be due to
guessing, as we theorized in Section V-C1. Since the question
for Stage 3 had five options, and the question for Stage 5 had



only two options, the likelihood of getting a correct answer
for Stage 5 was much higher.

Alternatively, Stage 3 may have lower scores because partic-
ipants had knowledge about this particular stage. Phishing re-
search has shown that users tend to not be very knowledgeable
about phishing, and what to do when they encounter phishing
attacks [8]-[10]. There are many ways to encounter a social
engineering attack, and it is not always clear exactly when a
user falls for an attack. For some attacks, it is initiated when
the user clicks a link, but for others, seeing a pop-up window
indicates that their computer is already infected, and other
attacks may only be initiated once the participant goes through
a fee payment. Social engineering attacks have a deliberate
lack of transparency, which makes it difficult for end users
to know what to do when they encounter different attacks,
especially when it comes to unfamiliar attacks [6].

H3: There will be interaction effects between confidence and
accuracy based on the stages of the framework.

We found support for this hypothesis, as confidence and
accuracy significantly differed at different stages, specifically
between Stage 3 and Stage 5.

D. Exploratory Results

To investigate analyses outside of our a priori hypotheses,
we ran some exploratory analyses to investigate if any findings
emerged outside of our original hypotheses.

1) Demographics Findings: We ran Kruskal-Wallis tests to
find if there were any significant differences for confidence
and accuracy scores between different demographic groups.
We compared the aggregated confidence and accuracy scores
by gender, whether participants received phishing training
previously, and whether they were a victim of phishing. We
found that there were no significant differences by gender
(H(2) =0.72,p = 0.70), previous phishing training (H (1) =
0.42,p = 0.52), or if they were a previous phishing victim
(H(2) =3.71,p = 0.16).

2) Attack Vector Findings: Most studies of social engi-
neering focus specifically on email-based phishing, and we
deliberately widened that focus in this work to include a
variety of different attack vectors that affect modern users.
In our exploratory analysis, we were interested in whether the
type of attack vector affected participants’ understanding of
the attack. Figure 5 shows histograms of the scores by attack
vector.

We ran a Kruskal-Wallis test, comparing the combined
confidence and accuracy scores by attack vector, and found
that there were significant differences in score (H(3) =
278.07,p < 0.001). To investigate where those differences lay,
we ran post-hoc pairwise Wilcoxon rank sum tests comparing
the aggregated scores by attack vector (Table III).

All pairwise comparisons were significant; our results sug-
gest that participants performed the best when it came to SMS,
then advertisement attacks, then email, and performed the
worst for social media attacks. This suggests that the different
cues shown in different attack vectors may help users to better
identify attacks.

TABLE III: Post-hoc pairwise Wilcoxon test results by attack
vector.

SMS Email Advertisement
Email U = 1,092,788 _ _
p < 0.001%*
Advertisement U = 985, 342 U = 683,576 7
p = 0.03* p < 0.001%**
Social Media U =1,239,902 | U=2879,379 | U = 979,682
p < 0.001%* p < 0.001%** p < 0.001%*

* indicates significance at the p < .05 Tevel,
** indicates significance at the p < 0.001 level.

It is possible participants performed especially poorly on
social media attacks because this is an emerging attack vector,
therefore not all participants will be aware of how it looks
like or how it works. For one, social media phishing allows
for highly personalized attacks to occur [35], which may be
unexpected for participants, therefore they may be unsure
of how to respond. Additionally, social media is constantly
evolving at a very fast rate, which makes it harder for users
to quickly become experts [35], [36].

VI. DISCUSSION

In our first study, we interviewed 30 participants to ask them
about their experiences and perceptions of social engineering.
Using thematic analysis, we found that the underlying themes
of the first study were that participants seemed to have high
confidence in their understanding, while also displaying some
inaccurate and inconsistent beliefs.

To further investigate how confidence and accuracy impact
user perceptions of social engineering, we ran a second study
with 150 participants. Participants looked at various social
engineering attack examples, and filled in a questionnaire
evaluating their understanding of these attacks based on the
different stages of the framework. Participants’ responses were
scored for accuracy and confidence. The results showed that
confidence levels were consistently high, but accuracy scores
were low throughout the different stages, and that participants
were most likely guessing.

A. The Impacts of Confidence and Accuracy

Our first study indicates that most users have a general idea
of how to protect themselves from social engineering attacks.
However, we also found that users tend to be overconfident in
some inaccurate beliefs, such as how social engineering attacks
are initiated, and who it targets. Users’ strong confidence in
their inaccurate beliefs is dangerous because it discourages
users from seeking new information about social engineer-
ing attacks, and leads them to continue using outdated user
perceptions to guide their responses to social engineering.
This is especially dangerous with regards to emerging social
engineering attack vectors which many users said they did
not know existed as potential attack vectors. The exploratory
analysis from our second study showed that participants had
a better understanding of how attacks manifest in some attack
vectors than in others, which underscores the need to educate
users on emerging attack features.
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Fig. 5: Distributions of aggregated confidence and accuracy scores by attack vector.

B. Common Misunderstandings

Almost every participant in the first study was confident they
could detect phishing attempts, and said they had never fallen
for one. However, despite this confidence, several participants
mentioned clicking links and filling in surveys to further
investigate suspicious items, indicating that they were unknow-
ingly complying with social engineering attacks. Participants
excluded themselves from risk, and often mentioned other
groups they are not part of, such as the elderly, or young
teens, as being at risk. In the second study, we observed a
similar pattern; only 12% said they were very or extremely
susceptible to falling for social engineering attacks, yet the
average participant was unable to obtain an accuracy score
significantly different than they would expect to obtain by
guessing.

Participants were not always sure about what exactly con-
stituted social engineering attacks. Most participants tended to
think phishing was the only kind of social engineering attack.
Additionally, some participants confused social engineering
with online fraud, other security attacks, spam, and online
advertising. These participants would describe legitimate prac-
tices, such as targeted ads and entering surveys to win prizes,
as phishing methods, and also show confidence in their beliefs.
Users may get these confused, and sometimes cannot distin-
guish between when companies are collecting user information
to sell things, or when attackers are collecting info for illegal
and malicious reasons. Many phishing techniques can also
be used in legitimate (though dubious) contexts as well. For
example, multi-level marketing schemes often appeal to greed,
offer appealing things to sellers, and may have account names
for representatives which are different from the main account.
Legitimate advertisements also try appealing to greed and fear,
offer things which sound too good to be true, and use personal
data to target ads towards users. This is an understandable
misconception on the part of users, and it is clear that a grey
area of dark design and deception practices are leveraged in
both legitimate and malicious bids for information.

When it came to understanding the target audience of an
attack, there was also confusion among participants for both
studies. Notably, participants tended to think that individual
users were the main targets of social engineering attacks,
leaving out organizations and larger systems. As a result,

participants had misconceptions regarding the threat levels of
social engineering attacks, and tended to trivialize the threat
of social engineering attacks, believing it to be more of an
annoyance for users to deal with, rather than a threat to
security systems.

C. Possible Reasons for these Common Misunderstandings

One possible explanation for participants’ overconfidence
is the Dunning-Kruger effect, which states that those who
are less knowledgeable about a concept tend to overestimate
their actual ability [37]. In both studies, we did not have
any participants with a computer science or computer security
background, and not many self-reported as being very knowl-
edgeable about computer security. Despite this, participants
expressed strong beliefs that they were unlikely to fall for
phishing attacks.

This mismatch between users’ ideas of their own vulnera-
bility compared to that of others may be an example of the
fundamental attribution error, which states that individuals
attribute their own successes to their own innate abilities,
and others’ successes to their environment and external fac-
tors [38]. The majority of users were unaware of the impacts of
social engineering attacks, so participants might have thought
their ability to avoid and detect social engineering attacks was
due to them understanding these attacks well, and knowing
how to avoid them.

Overall, our studies show that there are important gaps
between user perceptions and current social engineering mit-
igation strategies. These gaps in knowledge, paired with high
confidence may result in resistance to learning more about
phishing, which can leave users vulnerable.

D. Design and Education Recommendations

When creating design and education programs for users,
our first study showed that most users have a decent idea
of how to protect themselves from attacks, and therefore
mitigation strategies should not place undue burden on users to
become social engineering experts. Instead, we suggest some
recommendations based on common user misunderstandings
that can be implemented if users want to further protect
themselves from social engineering attacks. Participants had
misunderstandings about who and what social engineering



attacks target, the scale and severity of these attacks, and the
various social engineering attack vectors.

To address the mismatch between confidence and accuracy,
social engineering education campaigns should focus more on
explicitly telling users they may be more vulnerable than they
think. Current education tends to focus on identifying phishing
items [13], [39], but based on the results of our studies, it
should focus more on teaching users about what happens when
they interact with a social engineering item, letting them know
when in the attack cycle they are most vulnerable, and how
to avoid spreading the item to others.

Social engineering education should also focus on clearing
up misconceptions regarding the severity of these attacks.
Participants generally believed end users were the main targets
of social engineering attacks, and found social engineering to
be less threatening compared to other security attacks because
they view them as a nuisance that most users can easily
identify. If a user is also an employee of an organization,
this misconception can have negative impacts on the orga-
nization. Therefore, users should be taught the different ways
in which social engineering can be a threat. Generally, users
behave more securely if their mental model includes some
understanding that they are vulnerable to security risks [9].

Lastly, many participants incorrectly confused social en-
gineering with spam, fraud, online advertising, and other
security attacks. This is possibly due to users seeing simi-
larities between social engineering and other concepts, such
as how they may be a nuisance, trying to trick users, or value
personal data, but the lines between what is legitimate and
not are unclear to them. Therefore, we suggest that websites
and mobile apps could include a signal for legitimate items.
Similar to verified social media accounts, “verified” emails,
ads, social media posts, etc. can act as a signifier to users that
an item is legitimate, and not a phishing item. However, we
also note that attackers can also spoof legitimate cues, and
creating unspoofable legitimate cues can be difficult and may
not be recognized by users. Previous research on phishing and
security icons has shown that many users are unaware of these
cues, or misunderstand them [6], [10], [40].

VII. CONCLUSION

In this work, we investigated end users’ perceptions of social
engineering attacks. To create user-centric social engineering
mitigation strategies, we must first understand perceptions of
social engineering attacks. Social engineering is one of the
most common IT security attacks [41] because users are easier
to manipulate compared to breaking into a security system [1],
[42]. To prevent users from falling for social engineering
attacks, several technical and educational mitigation strategies
have been implemented [13], [14], [39], [40], [43], [44].
Despite the high prevalence of social engineering, and the
variety of mitigation strategies which exist, it still remains a
problem which many users still fall victim to [12], [16], [45].

We proposed an updated social engineering attack frame-
work, building on Mitnick’s [1] and Mouton et al’s [23]
previous social engineering frameworks. We used our social

engineering framework as the basis for two studies and to
investigate how users’ perceptions align with how social engi-
neering attacks function. The first study consisted of interviews
with 30 participants to collect qualitative data about user
perceptions of social engineering attacks, and the second study
consisted of a survey with 150 participants who evaluated
various social engineering items to quantify how confidence
and accuracy play a role in user perceptions, and to investigate
where users tend to struggle the most.

We found that participants have major misconceptions
about social engineering which, when paired with their high
confidence, can result in increased user vulnerability. We
suggest that there may be ways for education and design to
mitigate these problems, for example by verifying legitimate
advertisements, and educating users about the severity of social
engineering attacks.

A. Limitations

Due to the nature of online crowdsourcing to recruit partic-
ipants, our sample skewed towards being younger and better
educated [46], [47]. As a result, this group may be more
technologically savvy, and more aware of phishing attacks
compared to other demographic groups.

In both studies, we did not have participants interact with
actual social engineering attacks to protect them from potential
consequences. We did not investigate how participants would
evaluate and behave with social engineering attacks in real
life. Instead, we relied on self-reports about how participants
would typically behave, which might not be representative of
reality and can sometimes be unreliable.

B. Future Work

Our studies showed that participants tended to underestimate
the threat levels of social engineering attacks. In the future, it
would be interesting to see further research on user perceptions
of social engineering attack threat levels. Additionally, we
found that participants confused social engineering with online
advertising, spam, fraud, etc. A study further exploring what
users count as social engineering, and why they believe it is
social engineering may provide further insights into end users’
perceptions.
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